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ABSTRACT
In the past decade, social media has become increasingly popular for news consumption due to
its easy access, fast dissemination, and low cost. However, social media also enables the wide
propagation of “fake news,” i.e., news with intentionally false information. Fake news on social
media can have significant negative societal effects. Therefore, fake news detection on social
media has recently become an emerging research area that is attracting tremendous attention.
This book, from a data mining perspective, introduces the basic concepts and characteristics of
fake news across disciplines, reviews representative fake news detection methods in a principled
way, and illustrates challenging issues of fake news detection on social media. In particular, we
discussed the value of news content and social context, and important extensions to handle early
detection, weakly-supervised detection, and explainable detection. The concepts, algorithms,
andmethods described in this lecture can help harness the power of social media to build effective
and intelligent fake news detection systems. This book is an accessible introduction to the study
of detecting fake news on social media. It is an essential reading for students, researchers, and
practitioners to understand, manage, and excel in this area.

This book is supported by additional materials, including lecture slides, the complete set
of figures, key references, datasets, tools used in this book, and the source code of representative
algorithms. The readers are encouraged to visit the book website for the latest information:

http://dmml.asu.edu/dfn/
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1

C H A P T E R 1

Introduction
1.1 MOTIVATION
Social media has become an important means of large-scale information sharing and communi-
cation in all occupations, including marketing, journalism, public relations, and more [179].This
change in consumption behaviors is due to some novel features such as mobility, free, and inter-
activeness. However, the low cost, easy access, and rapid dissemination of information of social
media draw a large audience and enable the wide propagation of fake news, i.e., news with inten-
tionally false information. For instance, in 2016, millions of people read and “liked” fake news
stories proclaiming that Pope Francis has endorsed Donald Trump for U.S. president.1 When
the Pakistani defense minister mistakenly believed a fake news story, he threatened a nuclear
war with Israel.2 These examples clearly demonstrate that fake news stories are problematic not
only for the credibility of online journalism, but also due to their detrimental real-world conse-
quences, resulting in violence or influencing election results. Therefore, it becomes increasingly
important for policy makers to regulate and discourage the creation of fake news, for online
business to detect and prevent fake news, and for citizens to protect themselves from fake news.

Fake news on social media presents unique challenges. First, fake news is intentionally
written to mislead readers, which makes it nontrivial to detect simply based on content. Second,
social media data is large-scale, multi-modal, mostly user-generated, sometimes anonymous and
noisy. Third, the consumers of social media come from different backgrounds, have disparate
preferences or needs, and use social media for varied purposes. Finally, the low cost of creating
social media accounts makes it easy to create malicious accounts, such as social bots, cyborg
users, and trolls, all of which can become powerful sources of proliferation of fake news.

Despite the importance of the problem, our understanding of fake news is still limited. For
example, we want to know why people create fake news, who produces and publishes it, how
fake news spreads, what characteristics distinguish fake news from legitimate news, or why some
people are more susceptible to fake news than others [89]. Therefore, we propose to understand
fake news with disciplines such as journalism, psychology, and social science, and characterize
the unique characteristics for its detection. Establishing a better understanding of fake news will
allow us to come up with algorithmic solutions for detecting fake news and managing it before
fake news is widely disseminated.

1https://www.cnbc.com/2016/12/30/read-all-about-it-the-biggest-fake-news-stories-of-
2016.html

2https://www.nytimes.com/2016/12/24/world/asia/pakistan-israel-khawaja-asif-fake-news-
nuclear.html

https://www.cnbc.com/2016/12/30/read-all-about-it-the-biggest-fake-news-stories-of-2016.html
https://www.cnbc.com/2016/12/30/read-all-about-it-the-biggest-fake-news-stories-of-2016.html
https://www.nytimes.com/2016/12/24/world/asia/pakistan-israel-khawaja-asif-fake-news-nuclear.html
https://www.nytimes.com/2016/12/24/world/asia/pakistan-israel-khawaja-asif-fake-news-nuclear.html


2 1. INTRODUCTION

1.2 AN INTERDISCIPLINARYVIEWONFAKENEWS
In this section, we introduce the concept of fake news, the basic social and psychological theories,
and a game-theoretic view of fake news, and discuss some patterns introduced by social media.

Fake News and Related Concepts Fake news has existed for a long time, nearly around the
same time as news began to circulate widely when the printing press was invented in 1439.3
In the 1890s, Joseph Pulitzer and William Hearst competed for the same audience through
sensationalism and reporting non-factual information as if they were facts, a practice that became
known at the time as “yellow journalism.” However, there is no agreed definition of the term
“fake news.” Therefore, we first discuss and compare existing widely used definitions of fake
news.

A narrowdefinition of fake news is news articles that are intentionally and verifiably false
and could mislead readers [6, 136, 186]. There are two key features of this definition: authenticity
and intent. First, fake news includes false information that can be verified as such. Second, fake
news is created with dishonest intention to mislead consumers. This definition has been widely
adopted in recent studies [30, 71, 75, 95, 111]. The broad definitions of fake news focus on the
authenticity or intent of the news content. Some papers regard satire news as fake news since the
contents are false even though satire often uses a witty form to reveal its own deceptiveness to the
consumers [9, 18, 59, 117]. Other literature directly treats deceptive news as fake news [116],
which includes serious fabrications, hoaxes, and satires.

Definition 1.1 (Narrow definition of fake news) Fake news is a news article that is in-
tentionally and verifiably false.

This narrow definition is widely adopted due to the following reasons. First, the under-
lying intent of fake news provides both theoretical and practical value that enables a deeper
understanding and analysis of fake news. Second, any techniques for truth verification that ap-
ply to the narrow definition of fake news can also be applied to under the broader definition.
Third, this definition is able to eliminate the ambiguity between fake news and related concepts
that are not considered in this book.

The following concepts are different from fake news according to our definition: (1) satire
news with proper context, which has no intent to mislead or deceive consumers and is unlikely
to be misperceived as factual; (2) rumors that did not originate from news events; (3) conspiracy
theories, which are difficult to verify as true or false; (4) misinformation that is created uninten-
tionally; and (5) hoaxes that are only motivated by fun or to scam targeted individuals.

Psychology and Social Science Humans are naturally not very good at differentiating be-
tween real and fake news. There are several psychological and cognitive theories that can explain
this phenomenon and the influential power of fake news. Fake news mainly targets consumers by

3http://www.politico.com/magazine/story/2016/12/fake-news-history-long-violent-214535

http://www.politico.com/magazine/story/2016/12/fake-news-history-long-violent-214535


1.2. AN INTERDISCIPLINARYVIEWONFAKENEWS 3
exploiting their individual gullibility. The major factors which make consumers naturally gullible
to fake news are as follows: (1) Naïve Realism [166]—consumers tend to believe that their per-
ceptions of reality are the only accurate views, while others who disagree are regarded as unin-
formed, irrational, or biased; and (2) Confirmation Bias [99]—consumers prefer to receive in-
formation that confirms their existing views. Since these cognitive biases are inherent in human
cognition, fake news can often be perceived as real by consumers.

Fake news is intended to convey inaccurate information. Framing, which attempts to per-
suade the reader by selecting some aspects of a perceived reality and make them more salient
in text [38], has indivisible correlations with fake news [157]. The way people understand cer-
tain concepts depends on the way those concepts are framed. Tversky et al. [153] found that by
presenting two choices in different ways, readers would largely prefer one choice over the other
depending on the way they framed the choices, even though the choices were exactly the same.

Moreover, once the misperception is formed, it is very hard to have it changed. Re-
search on cognitive psychology has theorized how people generally evaluate truth of statements.
Schwarz et al. [123] propose that people usually evaluate truths using the following criteria, each
of the which can be tested from both analytically and intuitively: (1) Consensus: Do others be-
lieve this? (2) Consistency: Is it compatible with my knowledge? (3) Coherence: Is it an internally
coherent and plausible story? (4) Credibility: Does it come from a credible source? (5) Support:
Is there a lot of supporting evidence? However, regardless of which truth criteria people use,
easily process information has the advantage over information that is difficult to process, and is
more likely to pass the criteria tests. This phenomenon explains why fake news correction may
unintentionally cement the fake news they are trying to correct: when a correction attempt in-
creases the ease with which the false claim can be processed, it also increases the odds that the
false claim feels true when it is encountered again at a later point in time. A similar psychology
study [100] shows that correction of fake news by the presentation of true, factual information
is not only unhelpful to reduce misperceptions, but sometimes may even increase the misper-
ceptions, especially among ideological groups.

Considering the news consumption ecosystem, we can also describe some of the social
dynamics that contribute to the proliferation of fake news. Some representative social theories
include the following. (1) Prospect theory describes decisionmaking as a process by which people
make choices based on the relative gains and losses as compared to their current state [61, 154].
This desire for maximizing the reward of a decision applies to social gains as well, for instance,
continued acceptance by others in a user’s immediate social network. (2) Social identity the-
ory [148, 149] and normative influence theory [7, 63], this preference for social acceptance and
affirmation is essential to a person’s identity and self-esteem, making users likely to choose “so-
cially safe” options when consuming and disseminating news information, following the norms
established in the community even if the news being shared is fake news. Interested readers can
refer to [185], which summarized a useful resources of psychology and social science theories
for fake news detection.



4 1. INTRODUCTION
AGame-theoretic View This rational theory of fake news interactions can be modeled from
an economic game-theoretical perspective [44] by formulating the news generation and con-
sumption cycle as a two-player strategy game. In the context of fake news, we assume there
are two kinds of key players in the information ecosystem: publishers and consumers. The process
of news publishing is modeled as a mapping from original source p to resultant news report a
with an effect of distortion bias b, i.e., p b

�! a, where b D Œ�1; 0; 1� indicates Œleft; neutral; right�
biases that affect the news publishing process. Intuitively, this is capturing the degree to which
a news article may be biased or distorted to produce fake news. The utility for the publisher
stems from two perspectives: (i) short-term utility—the incentive to maximize profit, which
is positively correlated with the number of consumers reached; or (ii) long-term utility—their
reputation in terms of news authenticity. Utility of consumers consists of two parts: (i) informa-
tion utility—obtaining true and unbiased information (usually extra investment cost needed);
and (ii) psychology utility—receiving news that satisfies their prior opinions and social needs,
e.g., confirmation bias and prospect theory. Both publisher and consumer try to maximize their
overall utilities in this strategy game of the news consumption process. We can observe that fake
news happens when the short-term utility dominates a publisher’s overall utility and psychology
utility dominates the consumer’s overall utility, and an equilibrium is maintained. This explains
the social dynamics that lead to an information ecosystem where fake news can thrive.

1.3 FAKENEWS IN SOCIALMEDIAAGE
In this section, we first introduce the unique characteristics brought by social media, then in-
troduce the problem definition, principles, and methods from the perspectives of news content
and social context, and finally introduce the advanced settings of fake news detection on social
media.

1.3.1 CHARACTERISTICSOF SOCIALMEDIA
We discuss some unique characteristics of fake news on social media. Specifically, we highlight
the key features of fake news that are enabled by social media.

Malicious Accounts for Propaganda. While many users on social media are legitimate,
some users may be malicious, and in some cases, some users are not even real humans. The low
cost of creating social media accounts also encourages malicious user accounts, such as social
bots, cyborg users, and trolls. A social bot refers to a social media account that is controlled
by a computer algorithm to automatically produce content and interact with humans (or other
bot users) on social media [41]. Social bots can become malicious entities designed specifically
with the purpose to do harm, such as manipulating and spreading fake news on social media.
Studies show that social bots distorted the 2016 U.S. presidential election online discussions on
a large scale [14], and that around 19 million bot accounts tweeted in support of either Trump
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or Clinton in the week leading up to election day.4 Trolls—real human users who aim to disrupt
online communities and provoke consumers into an emotional response—are also playing an
important role in spreading fake news on social media. For example, evidence suggests that there
were 1,000 paid Russian trolls spreading fake news on Hillary Clinton.5 Trolling behaviors are
highly affected by people’s emotions and the context of online discussions, which enables the
easy dissemination of fake news among otherwise “normal” online communities [26]. The effect
of trolling is to trigger people’s inner negative emotions, such as anger and fear, resulting in
doubt, distrust, and irrational behavior. Finally, cyborg users can spread fake news in a way
that blends automated activities with human input. Usually cyborg accounts are registered as a
camouflage and set computer programs to perform activities in social media. The easy switch of
functionalities between human and bot offers cyborg users unique opportunities to spread fake
news [28]. In a nutshell, these highly active and partisan malicious accounts on social media
become the powerful sources of fake news proliferation.

Echo Chamber Effect. Social media provides a new paradigm of information creation
and consumption for users. The information seeking and consumption process are changing
from a mediated form (e.g., by journalists) to a more disintermediated way [33]. Consumers are
selectively exposed to certain kinds of news because of the way news feeds appear on their home-
page in social media, amplifying the psychological challenges to dispelling fake news identified
above. For example, users on Facebook follow like-minded people and thus receive news that
promote their favored narratives [113]. Therefore, users on social media tend to form groups
containing like-minded people where they then polarize their opinions, resulting in an echo
chamber effect. The echo chamber effect facilitates the process by which people consume and
believe fake news due to the following psychological factors [104]: (1) social credibility, which
means people are more likely to perceive a source as credible if others perceive the source is
credible, especially when there is not enough information available to access the truthfulness of
the source; and (2) frequency heuristic, which means that consumers may naturally favor infor-
mation they hear frequently, even if it is fake news. Studies have shown that increased exposure
to an idea is enough to generate a positive opinion of it [180, 181], and in echo chambers, users
continue to share and consume the same information. As a result, this echo chamber effect cre-
ates segmented, homogeneous communities with very limited diversity. Research shows that
the homogeneous communities become the primary driver of information diffusion that further
strengthens polarization [32].

1.3.2 PROBLEMDEFINITION
Before we present the details of mathematical formulation of fake news detection on social
media, we define the following basic notations.

4http://comprop.oii.ox.ac.uk/2016/11/18/resource-for-understanding-political-bots/
5http://www.huffingtonpost.com/entry/russian-trolls-fake-news_us_58dde6bae4b08194e3b8d5c4

http://comprop.oii.ox.ac.uk/2016/11/18/resource-for-understanding-political-bots/
http://www.huffingtonpost.com/entry/russian-trolls-fake-news_us_58dde6bae4b08194e3b8d5c4
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• LetA D fa1; a2; � � � ; aN g denote the corpus ofN news pieces, and P D fp1; p2; � � � ; pKg

the set of publishers. For a specific news piece a D fS;Ig, the text content consists of L
sentences S D fs1; s2; � � � ; sL; g, with each sentence si D fwi1; wi2; � � � ; wiTi

g containing
Ti words; and the visual content consists of V images I D fi1; i2; � � � ; iV g.

• Social Context is defined as a set of tuples E D feitg to represent the process of how news
spread over time among n users U D fu1; u2; :::; ung and their corresponding posts C D
fc1; c2; :::; cng on social media regarding news article a. Each engagement eit D fui ; ci ; tg

represents that a user ui spreads news article a using ci at time t . Note that users can
spread news without any post contents such as sharing/liking, in which each engagement
only contains the user and timestamps eit D fui ; tg.

Definition 1.2 (Fake News Detection) Given the social news engagements E among n
users for news article a, the task of fake news detection is to predict whether the news article a
is fake or not, i.e., F W E ! f0; 1g such that

F.a/ D

8<:1; if a is a piece of fake news,

0; otherwise;
(1.1)

where F is the prediction function we want to learn.

1.3.3 WHATNEWSCONTENTTELLS
Since fake news attempts to spread false claims in news content, the most straightforward means
of detecting it is to check the truthfulness of major claims in a news article to decide the news
veracity. Fake news detection on traditional news media mainly relies on exploring news content
information. News content can have multiple modalities such as text, image, video. Research has
explored different approaches to learn features from single or combined modalities and build
machine learning models to detect fake news. We will introduce how to detect fake news by
learning textual, visual, style features, and how to bring external knowledge to fact-check news
claims.

1.3.4 HOWSOCIALCONTEXTHELPS
In addition to features related directly to the content of the news articles, additional social con-
text features can be derived from the user-driven social engagements of news consumption on
social media platform. Social engagements represent the news proliferation process over time,
which provides useful auxiliary information to infer the veracity of news articles. Generally, there
are three major aspects of the social media context that we want to represent: users, generated
posts, and networks. First, fake news pieces are likely to be created and spread by non-human
accounts, such as social bots or cyborgs [126]. Thus, capturing users’ profiles and behaviors by
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user-based features can provide useful information for fake news detection. Second, people ex-
press their emotions or opinions toward fake news through social media posts, such as skeptical
opinions and sensational reactions. Thus, it is reasonable to extract post-based features to help
find potential fake news via reactions from the general public as expressed in posts. Third, users
form different types of networks on social media in terms of interests, topics, and relations. As
wementioned in Section 1.3.1, fake news dissemination processes tend to form an echo chamber
cycle, highlighting the value of extracting network-based features to detect fake news.

1.3.5 CHALLENGINGPROBLEMSOFFAKENEWSDETECTION
As in Section 1.3.2, the standard fake news detection problem can be formalized as a classifi-
cation task. Recent advancements of machine learning methods, such as deep neural networks,
tensor factorization, and probabilistic models, allow us to better capture effective features of
news from its auxiliary information. In addition, in the real-world scenarios, we face problems.
For example, detecting fake news in the early stage is important to prevent its further propa-
gation on social media. As another example, since obtaining the ground truth of fake news is
labor-intensive and time-consuming, it is important to study fake news detection in a weakly su-
pervised setting, i.e., with limited or even no labels. Moreover, it is necessary to understand why
a particular piece of news is detected as fake by machine learning models, in which the derived
explanation can provide new insights, knowledge, and justification non-obvious to practitioners.

Organization The remainder of this book is organized as follows. In Chapter 2, we introduce
the means of utilizing news content for fake news detection. We continue to present how social
context information can be utilized to help fake news detection in Chapter 3. In Chapter 4, we
discuss different unique problems for fake news detection. Finally, we summarize the represen-
tative tools and data repositories for fake news detection on social media. In the two appendices,
we provide details of data and tools (or software systems) for fake news detection research.

Notations To help readers better understand the correlations and differences between fake
news detection methods, we propose a unified notations throughout the book as in Table 1.1. In
general, we use bold uppercase characters to denote matrix (e.g., A), bold lowercase characters
to denote vector (e.g., w), (i; j )-th entry of A as Aij.
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Table 1.1: The main notations

Notation Meaning

A   = {a1, ... , aN } the set of news articles

ai the embedding vector of news ai

Y   = {y1, ... , yN } the set of labels for corresponding news pieces

P   = {p1, ... , pK} the set of news publishers

S   = {s1, ... , sL } the set of sentences for a news piece

si = {wi1, ... , wiMi } the set of words in a sentence si

Wi the embedding vector for word wi

I   = {i1, ... , iM} the set of images for a news piece

E   = {eit,} the set of social engagements

{ui, ci, t} each engagement representing that a user ui spreads news article a 

using ci at time t

U   = {u1, ... , un} the set of users engaged in the spreading for a news piece

ui the embedding vector of users

C   = {c1, ... , cn} the set of social media posts in the spreading of a news piece

ci the embedding vector of post ci

ci = {wi1, ... , wiQi } the set of words in a post ci

Σ the word vocabulary of text corpus

X   ∈ RN×d the news-word matrix with d = |Σ|

X   ∈ RN×d×d the news-word-word tensor with d = |Σ|

Y   ∈ RN×m×l the news-user-community tensor

(s,  p,  o) the tuple representing a knowledge: a subject s is related to the object 

entity by the predicate relation p

λ(t) the intensity function of temporal point process

E(·) the empirical expectation function

Beta(α,   β) the beta distribution with hyperparameters α and β

A   ∈ Rm×m the user-user adjacency matrix among users engaged in news spreading

U  ∈ Rm×k the user latent representation matrix with latent dimension k

E  ∈ Rm×N the user-news interaction matrix

F  ∈ RN×k the news latent representation matrix with latent dimension k
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C H A P T E R 2

What News Content Tells
News content features describe the meta information related to a piece of news. A list of repre-
sentative news content features are listed as follows.

• Source: Author or publisher of the news article.

• Headline: Short title text that aims to catch the attention of readers and describes the
main topic of the article.

• BodyText: Main text that elaborates the details of the news story; there is usually a major
claim that is specifically highlighted and that shapes the angle of the publisher.

• Image/Video: Part of the body content of a news article that provides visual cues to frame
the story.

Based on these raw content features, different kinds of feature representations can be built
to extract discriminative characteristics of fake news. Typically, the news content we are looking
at will mostly be textual features, visual features, and style features.

2.1 TEXTUAL FEATURES
Textual features are extracted from news content with natural language processing (NLP) tech-
niques [102]. Next, we introduce how to extract linguistic, low-rank, and neural textual features.

2.1.1 LINGUISTIC FEATURES
Linguistic features are extracted from the text content in terms of characters, words, sentences,
and documents. In order to capture the different aspects of fake news and real news, both com-
mon linguistic features and domain-specific linguistic features are utilized. Common linguistic
features are often used to represent documents for various tasks in natural language processing.
Common linguistic features are: (i) lexical features, including character-level and word-level fea-
tures, such as total words, characters per word, frequency of large words, and unique words; and
(ii) syntactic features, including sentence-level features, such as frequency of function words and
phrases (i.e., “n-grams” and bag-of-words approaches [43]) or punctuation and parts-of-speech
(POS) tagging [5, 107]. Domain-specific linguistic features, which are specifically aligned to
news domain, such as quoted words, external links, number of graphs, and the average length
of graphs [111].
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2.1.2 LOW-RANKTEXTUAL FEATURES
Low-rank modeling for text data has been widely explored in different domains [155]. Low-
rank approximation is to learn a compact (low-dimension) text representations from the high-
dimension and noisy raw feature matrix. Existing low-rank models are mostly based on matrix
factorization or tensor factorization techniques, which project the term-news matrix into a k-
dimensional latent space.

Matrix Factorization
Matrix factorization for text modeling has been widely used for learning document represen-
tations such as clustering [173]. It can learn a low-dimensional basis where each dimension
represents the coherent latent topic from raw feature matrix. Non-negative matrix factoriza-
tion (NMF) methods introduce non-negative constraints when factorizing the news-words ma-
trix [138]. Using NMF, we attempt to project the document-word matrix to a joint latent se-
mantic factor space with low dimensionality, such that the document-word relations are mod-
eled as the inner product in the space. Specifically, giving the news-word matrix X 2 Rn�d

C ,
NMF methods try to find two non-negative matrices F 2 RN �k

C and V 2 Rd�k
C by solving the

following optimization problem:

min
F;V�0




 X � FVT



2

F
; (2.1)

where d is the size of word vocabulary and k is the dimension of the latent topic space. In
addition, R and V are the non-negative matrices indicating low-dimensional representations of
news and words.

Tensor Factorization
The goal of tensor decomposition is to learn the representation of news articles by considering
the spatial relations of words in a document. Tensor factorization approaches [46, 53] first build
a 3-mode news-word-word tensor for a news document as X 2 RN �d�d , where a horizontal
slice X i;W;W represents the spatial relations in a news document; and for a horizontal slice S,
S.i; j / represents the number of times that the i th term and the j th term of the dictionary
appear in an affinity of each other. To learn the representations, different tensor decomposition
techniques can be applied. For example, we can use nonnegative CP/PARAFAC decomposition
with alternating Poisson regression (CP APR) that uses Kullback–Leibler divergence because
of very high sparsity in the tensor. CP/PARAFAC decomposition represents X as follows:

X � ŒF;B;H� D
RX

rD1

�r fr ˇ br ˇ hr ; (2.2)

where ˇ denotes the outer product and fr (same for br and hr ) denotes the normalized rth
column of non-negative factor matrix F (same for B and H), and R is the rank. Each row of F
denotes the representation of the corresponding article in the embedding space.
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2.1.3 NEURALTEXTUAL FEATURES
With the recent advancements of deep neural networks in NLP, different neural network struc-
tures, such as convolution neural networks (CNNs) and recurrent neural networks (RNNs), are
developed to learn the latent textual feature representations. Neural textual features are based
on dense vector representations rather than high-dimensional and sparse features, and have
achieved superior results on various NLP tasks [178]. We introduce major representative deep
neural textual methods including CNNs and RNNs, and some of their variants.

CNN
CNNs have been widely used for fake news detection and achieve many good results [163, 175].
CNNs have the ability to extract salient n-gram features from the input sentence to create an in-
formative latent semantic representation of the sentence for downstream tasks [178]. As shown
in Figure 2.1, to learn the textual representations of news sentences, CNNs first build a word
representation matrix for each word using the word-embedding vectors such as Word2Vec [90],
then apply several convolution layers and a max-pooling layer to obtain the final textual repre-
sentations. Specifically, for each wordwi in the news sentence, we can denote the k dimensional
word embedding vector as wi 2 Rk , and a sentence with n words can be represented as:

w1Wn D w1 ˚ w2 � � �wn; (2.3)

where˚ denotes the concatenation operation. A convolution filter with window size h takes the
contiguous sequence of h words in the sentence as input and output the feature, as follows:

Qwi D �.W � wi WiCh�1/ (2.4)

and �.�/ is the ReLU activation function and W represents the weight of the filter. The filter can
further be applied to the rest of the words and then we can get a feature vector for the sentence:

Qw D Œ Qw1; Qw2; � � � ; Qwn�hC1� (2.5)

for every feature vector t, we further use max-pooling operation to take the maximum value to
extract the most important information. The process can be repeated until we get the features
for all filters. Following the max pooling operations, a fully connected layer is used to ensure the
final textual feature representation.

RNN
An RNN is popular in NLP, which can encode the sequence information of sentences and
paragraphs directly.The representative RNN for learning textual representation is the long short-
term memory (LSTM) neural networks [64, 114, 119].

For example, two layers of LSTM [114] is built to detect fake news, where one layer puts
simple word embedding into LSTMand the other one concatenate LSTMoutput with Linguis-
tic Inquiry and Word Count (LIWC) [105] feature vectors before feeding into the action layer.
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Word Embeddings Fully Connected Layer
with Softmax Predictor

ConvNet Layer
Max-poolingIt

is
never
below

zero
......

Figure 2.1: The illustration of CNNs for learning neural textual features. Based on [163].

In both cases, they were more accurate than NBC and Maximum Entropy models. Karimi and
Tang [64] utilized a bi-directional LSTM to learn the sentence-level textual representations. To
encode the uncertainty of news contents, Zhang et al. [182] proposed to incorporate a Bayesian
LSTM to learn the representations of news claims. Recent works [69, 81] incorporated speakers’
profile information such as names and topics to LSTM model to predict fake news. Moreover,
Pham et al. utilized memory networks, which is a kind of attention-based neural network, to
learn textual representations by memorizing a set of words in the memory [109].

In addition to modeling the sentence-level content with RNNs, other approaches model
the news-level content in a hierarchical way such as hierarchical attention neural networks [177]
and hierarchical sequence to sequence auto-encoders [78]. For hierarchical attention neural net-
works (see Figure 2.2), we first learn the sentence vectors by using the word encoder with atten-
tion and then learn the sentence representations through sentence encoder component. Specif-
ically, we can use bidirectional gated recurrent units (GRU) [8] to model word sequences from
both directions of words:

�!hit D
���!
GRU.wit /; t 2 f1; : : : ;Mig

 �hit D
 ���
GRU.wit /; t 2 f1; : : : ;Mig:

(2.6)

We then obtain an annotation of word wit by concatenating the forward hidden state �!hit and
backward hidden state  �hit , i.e., hit D Œ

�!hit ;
 �hit �, which contains the information of the whole

sentence centered around wi . Note that not all words contribute equally to the representation
of the sentence meaning. Therefore, we introduce an attention mechanism to learn the weights
to measure the importance of each word, and the sentence vector vi 2 R2d�1 is computed as
follows:

vi D

MiX
tD1

˛ithit; (2.7)
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Figure 2.2: The illustration of hierarchical attention neural networks for learning neural textual
features. Based on [163].

where ˛it measures the importance of t th word for the sentence si , and ˛it is calculated as follows:

oit D tanh.Wwhit C bw/

˛it D
exp.oitoT

w/PMi

kD1
exp.oikoT

w/
;

(2.8)

where oit is a hidden representation of hit obtained by feeding the hidden state hit to a fully
embedding layer, and ow is the weight parameter that represents the world-level context vector.
Similarly, RNNs with GRU units to encode each sentence in news articles,

�!hi D
���!
GRU.vi /; i 2 f1; : : : ; N g

 �hi D
 ���
GRU.vi /; i 2 fN; : : : ; 1g:

(2.9)

We then obtain an annotation of sentence hi 2 R2d�1 by concatenating the forward hidden state
�!hi and backward hidden state �hi , i.e., hi D Œ

�!hi ;
 �hi �, which captures the context from neighbor
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sentences around sentence si .We can also introduce an attentionmechanism to learn the weights
to measure the importance of each sentence, and the news article vector a is computed as follows:

a D
NX

iD1

˛ihi ; (2.10)

where ˛i measures the importance of i th sentence for the news piece a, and ˛i is calculated as
follows:

oi D tanh.Wshi C bs

˛i D
exp.oioT

s/PN
kD1 exp.okoT

s/
;

(2.11)

where oi is a hidden representation of hi obtained by feeding the hidden state hi to a fully
embedding layer, and os is the weight parameter that represents the sentence-level context vector.

2.2 VISUAL FEATURES
Visual cues have been shown to be an important manipulator for fake news propaganda.1 As we
have described, fake news exploits the individual vulnerabilities of people and thus often relies
on sensational or even fake images to provoke anger or other emotional response of consumers.
Visual features are extracted from visual elements (e.g., images and videos) to capture the differ-
ent characteristics for fake news. Visual features are generally categorized into three types [21]:
Visual Statistical Features, Visual Content Features, and Neural Visual Features.

2.2.1 VISUAL STATISTICAL FEATURES
Visual statistical features represent the statistics attached to fake/real news pieces. Some repre-
sentative visual statistical features include [60] the following.

• Count: the occurrence of images in fake news pieces, they count the total images in a news
event and the ratio of news posts containing at least one or more than one images.

• Popularity: the popularity of images indicate the number of sharing on social media.

• Image type: some images have particular type in resolution or style. For example, long
images are images with a very large length-to-width ratio. The ratio of these types of
images is also counted as a statistical feature.

2.2.2 VISUALCONTENTFEATURES
Research [60] has shown that image contents in fake news and real news have different charac-
teristics. The representative visual content features are detailed as follows.

1https://www.wired.com/2016/12/photos-fuel-spread-fake-news/

https://www.wired.com/2016/12/photos-fuel-spread-fake-news/


2.2. VISUAL FEATURES 15
• VisualClarity Score (VCS): Measures the distribution difference between two image sets:

one is the image set in a certain news event (event set) and the other is the image set
containing images from all events (collection set). Visual clarity score is measured as the
Kullback–Leibler divergence between two language models representing the event im-
age set and all image set, respectively. The bag-of-word image representation, such as
SIFT [82] or SURF [11] features, can be used to define language models for images.
Specifically, let p.wjc/ and p.wjk/ denote the term frequency of visual word w in collec-
tion set and event set, respectively, and the visual clarity score is denoted as

VCS D DKL.p.wjc/jjp.wjk//: (2.12)

• Visual Coherence Score (VCoS): Measures the coherence degree of images in a certain
news event. This feature is computed based on visual similarity among images and can
reflect relevant relations of images in news events quantitatively. More specifically, the
average of similarity scores between every two images ij and ik are computed as the co-
herence score as follows:

VCoS D
1

jM.M � 1/j

X
j;kD1;��� ;M Ij ¤k

sim.ii ; ik/: (2.13)

Here M is number of images in event set and sim.ij ; ik/ is the visual similarity between
image ij and image ik . In implementation, the similarity between the image pairs is cal-
culated based on their GIST [101] feature representations.

• Visual Similarity DistributionHistogram (VSDH): Describes inter-image similarity in
a fine granularity level. It evaluates image distribution with a set of values by quantify-
ing the similarity matrix of each image pair in an event. The visual similarity matrix S is
obtained by calculating pairwise image similarity in a news event. The visual similarity is
also computed based on their GIST [101] feature representations. The similarity matrix S
is then quantified into an H -bin histogram by mapping each element in the matrix into
its corresponding bin, which results in a feature vector of H dimensions representing the
similarity relations among images,

VSDH.h/ D
1

M 2
jf.j; k/jj; k �M;mj;k 2 hthbingj; h D 1; � � � ;H: (2.14)

• Visual Diversity Score (VDS): Measures the visual difference of the image distribution.
First, images are ranked according to their popularity on social media, based on the as-
sumption that popular images would have better representation for the news event. Then,
the diversity of an image is defined as its minimal difference with the images ranking be-
fore it in the entire image set [161]. At last, the visual diversity score is then calculated as
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a weighted average of dissimilarity over all images, where top-ranked images have larger
weights [35],

VDS D
MX

j D1

1

j

jX
kD1

.1 � sim.ij ; ik//: (2.15)

• Visual Clustering Score: Evaluates the image distribution over all images in the news
event from a clustering perspective. Representative clustering methods such as hierarchi-
cal agglomerative clustering [66] (HAC) algorithm can be utilized to obtain the image
clusters.

2.2.3 NEURALVISUAL FEATURES
Multi-layer neural networks have been widely used for learning image feature representations.
Specifically, the specially designed architecture of CNNs are very powerful in extracting vi-
sual features from images, which can be used for various tasks [143, 162]. VGG 16 is one the
state-of-the-art CNNs (see Figure 2.3) for learning neural visual representations [143]. It is
comprised of three basic types of layers; convolutional layers for extracting translation-invariant
features from images, pooling layers for reducing the parameters, and fully connected layers for
classification tasks. To prevent CNN from over-fitting and to ease the training of deep CNNs,
dropout layers [145] and residual layers [50] are introduced to CNN structures. Recent work
that use images for fake news detection has adopted the VGG model [57, 143] to extract neural
visual features [165].

224 × 224 × 3  224 × 224 × 64

112 × 112 × 128

56 × 56 × 256

28 × 28 × 512
14 × 14 × 512

Convolution + ReLU

Maxpooling

Fully Connected + ReLU

Softmax

1 × 1 × 4096 1 × 1 × 1000

7 × 7 × 512

Figure 2.3: The illustration of VGG 16 framework for learning neural image features.

2.3 STYLE FEATURES
Fake news publishers often havemalicious intent to spread distorted andmisleading information
and influence large communities of consumers, requiring particular writing styles necessary to



2.3. STYLE FEATURES 17
appeal and persuade a wide scope of consumers that is not seen in true news articles. Style
approaches try to detect fake news by capturing the manipulators in the writing style of the
news content. There are mainly three typical categories of style-based methods: Deception Styles,
Clickbaity Styles, and New Quality Styles.

2.3.1 DECEPTIONSTYLES
The motivation of deception detection originates from forensic psychology (i.e., Undeutsch Hy-
pothesis) [156] and various forensic tools including Criteria-based Content Analysis [160] and
Scientific-based Content Analysis [77] have been developed. More recently, advanced natural
language processingmodels are applied to spot deception phases from the following perspectives:
Deep syntax and Rhetorical structure. Deep syntax models have been implemented using prob-
abilistic context free grammars (PCFG), with which sentences can be transformed into rules
that describe the syntax structure. Based on the PCFG, different rules can be developed for de-
ception detection, such as unlexicalized/lexicalized production rules and grandparent rules [40].
Rhetorical structure theory can be utilized to capture the differences between deceptive and
truthful sentences [118]. Moreover, other features can be specifically designed to capture the
deceptive cues in writing styles to differentiate fake news, such as lying-detection features [2].

2.3.2 CLICKBAITY STYLES
Since fake news pieces are intentionally created for financial or political gain rather than for ob-
jective claims, they often contain opinionated and inflammatory language, crafted as “clickbait”
(i.e., to entice users to click on the link to read the full article) or to incite confusion [25]. Thus,
it is reasonable to exploit linguistic features that capture the different writing styles and sensa-
tional headlines to detect fake news [137]. Biyani et al. [16] studied the characteristics of page
“clickbaits,” whose news headlines were more interesting or appealing than the actual article.
We introduce the following Clickbaity Style features.

Content: Content features are used to quantify the certain content type and formatting such
as superlative (adjectives and adverbs), quotes, exclamations, use of uppercase letters, asking
questions, etc. Table 2.1 shows the content features.

Informality: Fake news as well as clickbaits can often be sensational, provoking, and gossip-
like content. Therefore, their language tends to be less formal than that of professionally written
news articles. Thus, Biyani et al. use the following scores to indicate the readability/informality
level of a text.

• Coleman–Liau score (CLScore): computed as 0:0588L � 0:296S � 15:8 where L is the
average number of letters and S is the average number of sentences per 100 words.
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Table 2.1: Description of content features. Feature type “N” and “B” imply that numeric and
binary, respectively.

Feature Description Type

NumWords Number of words

NumCap Number of upper case words (excluding acronyms:  words with less 

than fi ve characters)

N

NumAcronym Number of acronyms (upper case words with less than fi ve characters) N

Is,NumExclm Presence/Number of exclamation marks B/N

Is,NumQues Presence/Number of question marks B/N

IsStartNum

HasNumber

Whether the title starts with a number B

HasNumber Whether the title contains a number (set only if the title doesn’t start 

with a number)

B

IsSuperlative Presence of superlative adverbs and adjectives (POS tags RBS, JJS) B

Is,NumQuote Presence/Number of quoted words (used “,’,‘; excluded ’m, ’re, ’ve, ’d, ’s, 

s’)

B/N

IsStart5W1H Whether the title starts with 5W1H words (what, why, when, who, 

which, how)

B

Is,NumNeg Presence/Number of negative sentiment words B/N

• RIXandLIX indices (Anderson 1983 [3]): computed as RIX D LW=S and LIX D W=S C
.100LW/=W whereW is the number of words, LW is the number of long words (7 or more
characters), and S is the number of sentences.

• Formality measure (fmeasure) (Heylighen and Dewaele 1999 [51]): the score is used
to calculate the degree of formality of a text by measuring the amount of different
part-of-speech tags in it. It is computed as .nounfreqC adjectivefreqC prepositionfreqC
articlefreq � pronounfreq � verbfreq � adverbfreq � interjectionfreqC 100/=2.

The combination of content and informality features are then formalized as the clickbaity
style features.

2.3.3 NEWSQUALITY STYLES
News quality is a comprehensive indicator used to measure the readability, the amount of in-
formation, and the writing formality of news. Real news that is published by a professional
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journalist or news agency is usually with high news quality, however the fake news that aimed
at misleading readers tends to have poor news quality.

Yang et al. [176] proposed eight types of linguistic features based on news writing guide-
lines to represent writing style, and studied the correlation between the writing style and news
quality. They conducted research on eight aspects: readability, credibility, interactivity, sensa-
tion, logic, formality, interestingness, and structural integrity (see Table 2.2).

Table 2.2: Description of news quality style features

Categories Features Description

Readability Sentence_broken, Characters, Words, 

Sentences, Clauses, Average_word_

length, Professional_words, RIX, LIX, 

LW

Measuring the clarity and legibility 

of the news

Credibility #@, Numerals, Ocial_speech, Time, 

Place, Object, Uncertainty, Image

Measuring the rigor and reliability 

of the news

Interactivity Question_mark, First_pron, Second_

pron, Interrogative_pron

Measure the interactivity between 

the news and the reader

Sensation Sentiment_score, Adv_of_degree,

Modal_particle, First_pronoun, Second 

_pronoun, Exclamation_mark, Ques-

tion_mark

Measure the impression that the 

news leaves on the reader

Logic Forward reference, Conjunctions Determining whether the news is 

logical and contextually coherent or 

not

Formality Noun, Adj, Prep, Pron, Verb, Adv, Sen-

tence_broken

Measuring the formality of news 

language

Interestingness Rhetoric, Exclamation mark, Face, 

Idiom, Adv, Adj

Measuring the interestingness of 

news language

Structural 

Integrity

HasHead, HasImage, HasVideo, 

HasTag, HasAt, HasUrl

Measuring the structural integrity 

of news

2.4 KNOWLEDGE-BASEDMETHODS
Since fake news attempts to spread false claims in news content, one of the most straightforward
means of detecting it is to check the truthfulness of major claims in a news article to decide the
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news veracity. Knowledge-based approaches use sources that are employed to fact-check claims
in news contents. The goal of fact-checking is to assign a truth value to a claim in a particular
context [158]. Fact-checking has attracted increasing attention, and many efforts have been
made to develop an automated fact-checking system. The goal is to assess news authenticity by
comparing the information extracted from to-be-verified news content with known knowledge.
Existing fact-checking approaches can be categorized as Manual Fact-checking and Automatic
Fact-checking.

2.4.1 MANUALFACT-CHECKING
Manual fact-checking aims to utilize human experts to provide signals manually of annotating
fake news. It heavily relies on human domain experts or normal users to investigate relevant
data and documents to construct the verdicts of claim veracity. Existing manual fact-checking
approaches mainly fall into: expert-based and crowdsourcing-based fact-checking (Table 2.3).

Table 2.3: Comparison of expert-based and crowdsourcing-based fact checking

Expert-Based Crowdsourcing-Based

Fact-checkers Domain-experts Regular individuals (i.e., collective intelligence)

Annotation reliability High Comparatively low

Scalability Poor Comparatively high

Expert-Based Fact-Checking
Fact-checking heavily relies on human domain experts to investigate relevant data and docu-
ments to deliver the verdicts of claim veracity. However, expert-based fact-checking is an intel-
lectually demanding and time-consuming process, which limits the potential for high efficiency.
We introduce some representative and popular fact-checking websites as follows.

• PolitiFact:2 PolitiFact is a U.S. website that rates the accuracy of claims or statements by
elected officials, pundits, columnists, bloggers, political analysts, and other members of
the media. It is an independent, non-partisan source of online fact-checking system for
political news and information. The editors examine the specific word and the full context
of a claim carefully, and then verify the reliability of the claims and statements. The label
types include true, mostly true, half true, mostly false, false, and pants on fire.

• Snopes:3 Snopes is widely known as one of the first online fact-checking websites for
validating and debunking urban legends. It covers a wide range of disciplines including

2www.politifact.com/
3http://www.snopes.com/

www.politifact.com/
http://www.snopes.com/
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automobiles, business, computers, crime, fraud and scams, history, and so on. The label
types include true and false.

• FactCheck:4 FactCheck is a nonprofit “consumer advocate webpage” for voters that aims
to reduce the level of deception and confusion in U.S. politics. Those claims and statements
are originated from various platforms, including TV advertisements, debates, speeches, in-
terviews, new releases, and social media. They mainly focus on presidential candidates in
presidential election years, and evaluate the factual accuracy of their statements systemat-
ically.

• GossipCop:5 GossipCop investigates entertainment stories that are published in maga-
zines and newspapers, as well as on the Web, to ascertain whether they are true or false.
They provide the score scaling from 0–10, where 0 means fake and 10 mean real.

• TruthOrFiction:6 TruthOrFiction is a non-partisan online website that provide fact-
checking results onwarnings, hoaxes, virus warnings, and humorous or inspirational stories
that are distributed through emails. It mainly focuses on misleading information that are
popular via forwarded emails. And they rate stories or information by the following cat-
egories: truth, fiction, reported to be truth, unproven, truth and fiction, previously truth,
disputed, and pending investigation.

Crowdsourcing-Based Fact-Checking
Fact-checking exploits the “wisdom of crowd” to enable people to annotate news content. These
annotations are then aggregated to produce an overall assessment of the claim veracity. For ex-
ample, Fiskkit7 allows users to discuss and annotate the accuracy of specific parts of a news
article. As another example, an anti-fake-news bot named “For real” is a public account in the
communication mobile application LINE,8 which allows people to report suspicious news con-
tent which is then further checked by editors.

2.4.2 AUTOMATIC FACT-CHECKING
Manual fact-checking relies on humans annotation, which is usually time-consuming and labor-
intensive. Instead, automatic fact-checking for specific claims largely relies on external knowledge
to determine the truthfulness of a particular claim. Two typical external sources include the open
web and structured knowledge graph. Open web sources are utilized as references that can be
compared with given claims in terms of both the consistency and frequency [10, 84]. Knowl-
edge graphs are integrated from the linked open data as a structured network topology, such as

4https://www.factcheck.org/
5https://www.gossipcop.com/
6https://www.truthorfiction.com/
7http://fiskkit.com
8https://grants.g0v.tw/projects/588fa7b382223f001e022944

https://www.factcheck.org/
https://www.gossipcop.com/
https://www.truthorfiction.com/
http://fiskkit.com
https://grants.g0v.tw/projects/588fa7b382223f001e022944
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DBpedia and Google Relation Extraction Corpus. Fact-checking using a knowledge graph aims
to check whether the claims in news content can be inferred from existing facts in the knowl-
edge graph [29, 129, 171]. Next, we introduce a standard knowledge graph matching approach
that matches news claims with the facts in knowledge graphs.

Path Finding Fake news spreads false claims in news content, so a natural means of detecting
fake news is to check the truthfulness of major claims in the news article. A claim in news
content can be represented by a subject-predicate-object triple .s; p; o/, where the subject entity
s is related to the object entity o by the predicate relation p. We can find all the paths that start
with s and end with o, and then evaluate these paths to estimate the truth value of the claim.
This set of paths, also known as knowledge stream [130], are denoted as P.s; o/. Intuitively, if
the paths involve more specific entities, then the claim is more likely to be true. Thus, we can
define a “specificity” measure S.Ps;o/ as follows:

S.Ps;o/ D
1

1C
Pn�1

iD2 log d.oi /
; (2.16)

where d.oi / is the degree of entity oi , i.e., the number of paths that entity o participates. One
approach is to optimize a path evaluation function: �.c/ D maxW.Ps;o/, which maps the set
of possible paths connecting s and o (i.e., Ps;o) to a truth value � . If s is already present in the
knowledge graph, it can assign maximum truth value 1; otherwise, the objective function will
be optimized to find the shortest path between s and o.

Flow Optimization We can assume that each edge of the network is associated with two
quantities: a capacity to carry knowledge related to .s; p; o/ across its two endpoints, and a cost
of usage. The capacity can be computed using S.Ps;o/, and the cost of an edge in knowledge is
defined as ce D log d.oi /. The goal is to identify the set of paths responsible for the maximum
flow of knowledge between s and o at the minimum cost. The maximum knowledge a path Ps;o

can carry is the minimum knowledge of its edges, also called its bottleneck B.Ps;o/. Thus, the
objective can be defined as a minimum cost maximum flow problem

�.e/ D
X

Ps;o2Ps;o

B.Ps;o/ � S.Ps;o/; (2.17)

whereB.Ps;o/ is denoted as aminimization form:B.Ps;o/ D minfxej 2 Ps;og, with xe indicating
the residual capacity of edge x in a residual network [130].

The knowledge graph itself can be redundant, invalid, conflicting, unreliable, and incom-
plete [185]. In these cases, path finding and flow optimization may not be sufficient to obtain
good results of assessing the truth value. Therefore, additional tasks need to be considered in
order to reconstruct the knowledge graph and to facilitate its capability as follows.

• Entity Resolution: refers to the process of finding related entries in one or more related
relations in a database and creating links among them [19]. This problem has been exten-



2.4. KNOWLEDGE-BASEDMETHODS 23
sively studied in the database area and applied to data warehousing and business intelli-
gence. Based on this survey [72], existing methods exploit features in three ways, namely
numerical, rule-based, and workflow-based. Numerical approaches combine the similarity
score of each feature into a weighted sum to decide linkage [39]; rule-based approaches
derive match decision through a logical combination of testing separate rules of each fea-
ture with a threshold; workflow-based methods apply a sequence of feature comparison in
an iterative way. Both supervised such as TAILOR [37] and MARLIN [15], and unsu-
pervised approaches such as MOMA [151] and SERF [13] are studied in the literature.

• TimeRecording: aims to remove outdated knowledge. This task is important giving that
fake news pieces are often related to newly emerging events. Existing work on time record-
ing mainly utilize the Compound Value Type structure to allow facts incorporating begin-
ning and ending date annotations [17], or adding extra assertions to current facts [52].

• Knowledge Fusion: (or truth discovery) aims to identify true subject-predicate-object
triples extracted by multiple information extractors from multiple information sources [36,
79]. Truth discovery methods do not explore the claims directly, but rely on a collec-
tion of contradicting sources that record the properties of objects to determine the truth
value. Truth discovery aims to determine the source credibility and object truthfulness at the
same time. Fake news detection can benefit from various aspects of truth discovery ap-
proaches under different scenarios. For example, the credibility of different news outlets
can be modeled to infer the truthfulness of reported news. As another example, relevant
social media posts can also be modeled as social response sources to better determine the
truthfulness of claims [93, 167]. However, there are some other issues that must be con-
sidered to apply truth discovery to fake news detection in social media scenarios. First,
most existing truth discovery methods focus on handling structured input in the form of
subject-predicate-object (SPO) tuples, while social media data is highly unstructured and
noisy. Second, truth discovery methods cannot be well applied when a fake news article
is newly launched and published by only a few news outlets because at that point there is
not enough social media posts relevant to it to serve as additional sources.

• Link Prediction: on knowledge graphs aims to predict new fact from existing facts. This
is important since existing knowledge graphs are often missing many facts, and some of
the edges they contain are incorrect. Relational machine learning methods are widely used
to infer new knowledge representations [97], including latent feature models and graph
feature models. Latent feature models exploit the latent features or entities to learn the
possible SPO triples. For example, RESCAL [98] is a bilinear relational learning model
that explain triples through pairwise interactions of latent features. Graph feature mod-
els assume that the existence of an edge can be predicted by extracting features from the
observed edges in the graph, such as Markov logic programming or path ranking algo-
rithms. For example, Markov Random Fields (MRFs) [129] encode dependencies of facts
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into random variables and infer the missing dependencies through statistical probabilistic
learning.
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C H A P T E R 3

How Social Context Helps
Social context refers to the entire social environment in which the dissemination of the news
operates, including how the social data is distributed and how online users interact with each
other. It provides useful auxiliary information for inferring the veracity of news articles. The na-
ture of social media provides researchers with additional resources to supplement and enhance
news content-based models. There are three major aspects of the social context information that
we can represent: users, generated posts, and networks. First, users may have different character-
istics for those spreading fake and real news, or establish different patterns of behaviors toward
fake news. Second, in the process of fake news dissemination, users express their opinions and
emotions through posts/comments. Third, users form different types of networks on social me-
dia. We now discuss how social context information can help fake news detection from three
perspectives: user-based, post-based, and network-based.

3.1 USER-BASEDDETECTION
User-based fake news detection aims to explore the characteristics and behaviors of consumers
on social media to classify fake news. Next, we first demonstrate the comparison and exploration
of user profiles for fake news detection, and then discuss how to model user behaviors such as
“flagging fake news” to predict fake news.

3.1.1 USER FEATUREMODELING
Previous research advancements aggregate uses profiles and engagements on news pieces to help
infer which articles are fake [22, 59], giving some promising early results. Recent research starts
to perform a principled study on characterizing user profiles and explore their potential to detect
fake news.

Profile Features
We collect and analyze user meta profile features from two major aspects, i.e., explicit and im-
plicit [142]. Explicit features are obtained directly from meta-data returned by querying social
media site aplication programming interface (APIs). Implicit features are not directly available
but are inferred from user meta information or online behaviors, such as historical tweets. Our
selected feature sets are by no means the comprehensive list of all possible features. However,
we focus on those explicit features that can be easily accessed and are available for almost all
public users, and implicit features that are widely used in the literature for better understanding
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user characteristics. We first select two subset of users who are more likely to share fake and real
news based on FakeNewsNet data [134], and compare the aggregated statistics over these two
sets [139].

Explicit Features A list of representative explicit profile attributes include the following.

• Profile-Related. Basic user description fields:

– Verified : whether this is a verified user;
– RegisterTime: the number of days since the accounted was registered;

• Content-Related. Attributes of user activities:

– StatusCount: the number of posts;
– FavorCount: the number of favorites;

• Network-Related. Social networks attributes:

– FollowerCount: the number of followers;
– FollowingCount: the number of users being followed.

Implicit Features We also explore several implicit profile features, which are not directly pro-
vided through user meta data, but are widely used to describe and understand user demograph-
ics [122]. Note that we adopt widely used tools to predict these implicit features in an unsuper-
vised way. Some representative features are as follows.

• Age: studies have shown that age has major impacts on people’s psychology and cognition.
For example, as age gradually changes, people typically become less open to experiences,
but more agreeable and conscientious [86]. We infer the age of users using existing state-
of-the-art approaches [121]. This method uses a linear regression model with the collected
predictive lexica (with words and weights).

• Personality: personality refers to the traits and characteristics that makes an individual dif-
ferent from others. We draw on the popular Five Factor Model (or “Big Five”), which clas-
sifies personality traits into five dimensions:Extraversion (e.g., outgoing, talkative, active);
Agreeableness (e.g., trusting, kind, generous);Conscientiousness (e.g., self-controlled, re-
sponsible, thorough); Neuroticism (e.g., anxious, depressive, touchy); and Openness (e.g.,
intellectual, artistic, insightful). To predict users’ personalities, we apply an unsupervised
personality prediction tool called Pear [23], a state-of-the-art unsupervised, text-based
personality prediction model.

• Political Bias: political bias plays an important role in shaping users’ profiles and affecting
news consumption choices on social media. Sociological studies on journalism demon-
strate the correlation between partisan bias and news content authenticity (i.e., fake or
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real news) [44]. Specifically, users tend to share news that confirms their existing political
bias [99]. We adopt a method in [74] to measure user political bias scores by exploiting
users’ interests.

From empirical comparison analysis, we observe that most of the explicit and implicit
profile features reveal different feature distributions, which demonstrates the potential to use
them to detect fake news. For example, as shown in Figure 3.1, we demonstrate the box-and-
whisker diagram, which shows that the distribution of user RegisterTime exhibits a significant
difference between users who spread fake news and those who spread real news.The observations
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Figure 3.1: Profile Features Comparison. We show the Box-Plot to demonstrate the distribu-
tion of RegisterTime for users. Based on [142].
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on [142].
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on both datasets demonstrate that users who are more likely to share fake news registered much
earlier. As another example for implicit features, we demonstrate the comparison in Figure 3.2.
We can see that the predicted ages are significantly different, and users who spread fake news
are predicted younger than those who spread real news. Motivated by the observations, we can
further extract these explicit and implicit features for all the users that spread the news to predict
whether it is a fake news piece or not.

Psychology-Related Features
To understand the characteristics of users who spread fake news, we can rely on psychological
theories. Although there is a large body of work on these psychological theories, not many of
them can be (1) applied to users and their behaviors on social media and (2) quantitatively
measured for fake news articles and spreaders on social media. Hence, based on psychological
theories we have mentioned in Section 1.2, we can enumerate five categories of features that can
potentially express the differences between users who spread fake news and the ones who spread
real news.

• Motivational Factors: there are three LIWC categories that are related to uncertainty:
discrepancy (e.g., should, would, and could), tentativeness (e.g., maybe, perhaps, and
guess), and certainty (e.g., always and never). These categories are abbreviated as discrep,
tentat, and certain respectively. Anxiety can be measured using the LIWC Anxiety cat-
egory (anx) which includes words such as nervous, afraid, and tense. Importance or outcome-
relevance is observed to be a difficult feature tomeasure in psychology so researchers suggest
using proxies to quantify importance; we use anxiety as a proxy for measuring this feature,
meaning that people are more anxious about a topic which is more important to them. We
use LIWC Future Focus (futurefocus) to measure lack of control, this category includes
words such as may, will, and soon. We do not measure belief explicitly because we assume
that any user who tweets fake news articles believes in it.

• Demographics: Twitter users are not obligated to include information such as age, race,
gender, political orientation, or education on their profiles. Hence, we cannot obtain any
demographic information from public profiles of tweeters unless we use a proxy. The
prevalence of using swear words is shown to be correlated with gender, social status, and
race [12]. Hence, we use LIWC Swear Words category (swear) as a measure for demo-
graphics feature.

• Social Engagement: the more a user is involved with social media the less likely it is for
her/him to be misguided by fake news. We measure social engagement on Twitter using
the average number of tweets per day.

• Position in the Network: this feature can be quantified using a variety of metrics when
the network structure is known. However, in the case of social networks between Twitter
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users, we do not have complete structure and even collecting local information is time
consuming due to the rate limitation of Twitter APIs. Hence, we use the information
available in our datasets and extract influence using the number of followers and popularity
using the number of followers of each user.

• RelationshipEnhancement: improving the relation to other social media users and gain-
ing more attention from the community is one of the motivations for spreading fake news.
If the number of retweets and likes of a fake news post is higher than the average number
of retweets and likes of all the posts by the user, it indicates that this user has enhanced
his/her social relations. Hence, we use the difference between the number of retweets and
likes of fake news posts and the average values for this user, as the indications of relation-
ship enhancement motivation.

We study the differences between users who spread fake news and the ones who spread
real news in terms of five feature categories, as shown in Table 3.1. We set the null hypothesis is
that these two groups have the same mean in five categories of features. If the results of T-test
shows that there is a significant difference (p-value less than 0.05) between two groups, we can
reject the null hypothesis. We observe that: (1) in the Motivational Factors category, we observe
a significant difference (p-value < 0.005) between users who share fake news and the ones who
share real news in terms of all features except Anxiety; and (2) users also show a significant
difference in terms of demographics indicated by the presence of swear words in the tweets.
These features can be further utilized to detection fake news by using various classifiers such as
random forest, logistic regression, etc.

Table 3.1: Summary of the metrics used to measure psychological user features

Feature Category Feature Name Metric Example Words

Motivational Factors Tentativeness

Discrepancy

Certainty

Anxiety

Lack of Control

LIWC tentat

LIWC discrep

LIWC certain

LIWC anx

LIWC focusfuture

maybe, perhaps

should, would

always, never

worried, fearful

may, will, soon

Demographics Demographics LIWC swear damn

Social Engagement Social Engagement Avg Tweets per day -

Position in the Network Infl uence

Polularity

#Folowees

#Followers

-

-

Reationship Enhancement Boosting #Retweets

Boosting #Likes

Increase in Retweets

Increase in Likes

-

-
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3.1.2 USERBEHAVIORMODELING
In order to mitigate the effect of fake news, social media sites such as Facebook,1 Twitter,2
or Weibo3 propose allowing users to flag a story in their news feed as fake or not, and if the
news receives enough flags, it is sent to a trusted third party for manual fact checking. Such
flagging behaviors provide useful signals and have the potential to improve fake news detection
and reduce the spread of fake news dissemination.

However, the more users are exposed to a story before sending it for fact checking, the
greater the confidence a story may be fake news; however, the higher the potential damage if
it turns out to be fake news. Thus, it is important to study when-to-fact-check problem: finding
the optimal timing to collect set of user flags for reducing fake news exposure and improving
detection performance. In addition, users may not always flag fake news accurately. Therefore,
it is important to consider the reliability of user flagging to decide what-to-fact-check: selecting
a set of news for fact-checking giving a budget with considering users flagging reliabilities.

When-to-Fact-Check
As in Section 2.4.1, the fact-checking procedure is time consuming and labor intensive, so it
is important to optimize the procedure by deciding when to select stories to fact-check [65].
To develop the model that allows the efficient fact-checking procedure, the authors in [65] use
the framework of marked temporal point processes and solve a novel stochastic optimal control
problem for fact-checking stories in online social networks.

Given an online social networking site with a set of users U and a set of unverified news
posts C on social media, we define two types of user events: endogenous events, which correspond
to the publication of stories by users on their own initiative, and exogenous events, which cor-
respond to the resharing and/or flagging of stories by users who are exposed to them through
their feeds. For a news post, we can characterize the number of exogenous events as a counting
process N e.t/ with intensity function as �e.t/ which denotes the expected number of exposures
at any given time t ; and we can use N f .t/ to denote the number of a subset of exposures that
involves flags by users. Then, we can compute the average number of users exposed to fake news
by time t as NN.t/:

NN.t/ WD p.y D 1jf D 1/N f .t/C p.y D 1jf D 0/.N e.t/ �N f .t//; (3.1)

where p.y D 1jf D 1/ and p.y D 1jf D 0/ denote the conditional probability of a story being
fake news (i.e., y D 1) given a flag (i.e., f D 1) and the conditional probability of a story be-
ing fake news given no flag (i.e., f D 1). NN.t/ can also be represented as a point process with

1https://newsroom.fb.com/news/2016/12/news-feed-fyi-addressing-hoaxes-and-fake-news/
2https://www.washingtonpost.com/news/the-switch/wp/2017/06/29/twitter-is-looking-for-ways-to-

let-users-flag-fake-news
3https://www.scmp.com/news/china/policies-politics/article/2055179/how-chinas-highly-

censored-wechat-and-weibo-fight-fake

https://newsroom.fb.com/news/2016/12/news-feed-fyi-addressing-hoaxes-and-fake-news/
https://www.washingtonpost.com/news/the-switch/wp/2017/06/29/twitter-is-looking-for-ways-to-let-users-flag-fake-news
https://www.washingtonpost.com/news/the-switch/wp/2017/06/29/twitter-is-looking-for-ways-to-let-users-flag-fake-news
https://www.scmp.com/news/china/policies-politics/article/2055179/how-chinas-highly-censored-wechat-and-weibo-fight-fake
https://www.scmp.com/news/china/policies-politics/article/2055179/how-chinas-highly-censored-wechat-and-weibo-fight-fake
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intensity function Q� as follows:

O�dt D Ef .t/;f Œd NN.t/� (3.2)

D Ef .t/;f

h
.p.y D 1jf D 1/ � p.y D 1jf D 0/f .t/C p.y D 1jf D 0/

i
�e.t/dt; (3.3)

where f .t/ checks if there is a flag at time. The probability of flagging a story at time depends
on whether the story is fake news or not, which we do not know before we fact-check them.
Therefore, we try to estimate this probability using available data and Bayesian statistic. Now
we can characterize the problem of fact-checking using above notations as follows:

minimize
b.t0;tf �

E

�
�. O�.tf //C

Z tf

t0

`. O�.�/; b.�//d�

�
subject to b.t/ � 0 8t 2 .t0; tf �; (3.4)

where b.t/ is the intensity for the fact-checking scheduling problem that we can optimize, �.�/
is an arbitrary penalty function, and `.�; �/ is a loss function which depend on the expected
intensity of the spread of fake news O�.tf / and the fact-checking intensity, b.t/. We can assume
the following quadratic forms for �.�/ and `.�; �/:

�. O�.tf // D
1

2
. O�.tf //

2 (3.5)

`. O�.t/; b.t// D
1

2
. O�.t//2 C

1

2
qb2.t/; (3.6)

where q is a parameter indicating the trade-off between fact-checking and the spread of fake
news. Smaller values indicate more resources available for fact-checking and higher values indi-
cate less available resources.

What-to-Fact-Check
Different from the problem of what-to-fact-check in the previous section, the authors in [152]
aim to explore, given a set of news, how to select a small set of news pieces for fact-checking
to minimize the spreading of fake news. Specifically, they are different in the following aspects:
(1) considering the reliability of user flagging behaviors with random variables; (2) agnostic to
the actual temporal dynamics of news spreading process; and (3) using discrete epochs with a
fixed budget, instead of continuous time with the overall budget. Let U denote the set of users
and t D 1; 2; � � � ; T denote the epochs, where each epoch can be a time window such as one
day. The model mainly involves three components: (1) news generation and spreading; (2) users’
activity of flagging the news; and (3) selecting news for fact-checking.

At the beginning of each epoch t , the newly coming news set is denoted as At D

fat
1; � � � ; a

t
N g. Let the random variable Y t D fyt

1; � � � ; y
t
N g denote the set of unknown labels for

the news pieces, respectively. Each news at
i is associated with a source user who seeded the news,
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denoted as pt
i . For each news at

i 2 At , the set of users exposed is initialized as � t�1.s/ D fg, and
the set of users who flagged the news is initialized as  t�1.a/ D fg.

In epoch t , when a news a 2 At propagates to a news user u 2 U , this user can flag the
news to be fake. The set of users who flag news a as fake is denoted by l t .a/. Furthermore, the
function  t .a/ denotes the complete set of users who have flagged the news a as fake. We can
also introduce 
u 2 Œ0; 1� as the probability of user u taking the flagging actions to help annotate
fake news, and the bigger 
u is, the less likely user uwill flag fake news. In addition, the accuracy
of user labels is conditioned on the news he/she is flagging, represented by two parameters:

• ˛u 2 Œ0; 1�: the probability that user u flag news a as not fake, given that a is not fake; and

• ˇu 2 Œ0; 1�: the probability that user u flag news a as fake, given that a is fake.

Then we can quantify the observed flagging activity of user u for any news a with the following
matrix by variables . N�u; �u/:�

N�u 1 � �u

1 � N�u �u

�
D 


�
1 1

0 0

�
C .1 � 
u/

�
˛u 1 � ˇu

1 � ˛u0 ˇu

�
; (3.7)

where N�u and �u are defined as follows:

N�u D p.yu.a/ D 0jy.a/ D 0/ (3.8)
1 � N�u D p.yu.a/ D 1jy.a/ D 0/ (3.9)

�u D p.yu.a/ D 1jy.a/ D 1/ (3.10)
1 � �u D p.yu.a/ D 0jy.a/ D 1/: (3.11)

At the end of epoch t , we need to select the news set S t to send to an expert for acquiring
the true labels. If the news is labeled as fake by the expert, the news is blocked to avoid further
dissemination. The utility is the number of users saved from being exposed to fake news a. The
algorithm� selects a set S t in t , and the total expected utility of the algorithm for t D 1; � � � ; T
is given by

TX
tD1

E

"X
s2St

1fy.s/D1g.j�
1.a/j � j� t .a/j/

#
; (3.12)

where j�1.a/j denotes the number of users who would eventually see the news a, and j� t .a/j

means the number of users who have seen news a by the end of epoch t .
To select the optimal set of news S t for fact-checking at each epoch t , the proposed

algorithm � utilizes a Bayesian approach to infer the news labels and learn user parameters
through posterior sampling [152].
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3.2 POST-BASEDDETECTION
Users who are involved in the news dissemination process express their opinions and emotions
via posts/comments. These user response provide helpful signals related to the veracity of news
claims. Recent research looks into user stance, user emotion, and post credibility to improve the
performance of fake news detection. We begin by introducing stance-aggregated modeling.

3.2.1 STANCE-AGGREGATEDMODELING
Stances (or viewpoints) indicate the users’ opinions toward the news, such as supporting, oppos-
ing, etc. Typically, fake news can provoke tremendous controversial views among social media
users, in which denying and questioning stances are found to play a crucial role in signaling
claims as being fake.

The stance of users’ posts can be either explicit or implicit. Explicit stances are direct
expressions of emotion or opinion, such as Facebook’s “like” actions. Implicit stances can be
automatically extracted from social media posts.

Probabilistic Stance Modeling Consider the scenario where the stances are explicitly ex-
pressed in “like” actions on social media. Let A D fa1; � � � ; aj ; � � � ; aN g denote the set of news
articles, and U D fu1; � � � ; uj ; � � � ; umg represent the set of users engaged in “like” actions. We
first construct a bipartite graph .U [A;L/, where L is the set of likes actions. The idea is that
users express “like” actions due to both the user reputations and news qualities. The users and
news items can be characterized by the Beta distributions, Beta.˛i ; ˇi / and Beta. j̨ ; ǰ /, respec-
tively. Beta.˛i ; ˇi / represents the reputation or reliability of user ui . Beta. j̨ ; ǰ / represents the
veracity of news aj . Intuitively, for a user ui , ˛i � 1 represents the number of times ui likes real
news pieces and ˇi � 1 denotes the number of times ui likes fake news pieces. For a news piece
aj , j̨ shows the number of likes aj receives and ǰ means the number of non-likes aj receives.
The expectation values of the Beta distribution are used to estimate the degree of user reputa-
tion (pi D

˛i

˛i Cˇi
) or news veracity (pj D

j̨

j̨ C ǰ
). To predict whether a piece of news is fake or

not, the linear transformation of pj is computed: yj D 2pj � 1 D
j̨ � ǰ

j̨ C ǰ
, where a positive value

indicates true news; otherwise it’s fake news.

NewsVeracity Inference Let the training set consists of two subsets AF ;AT � A for labeled
fake and true news, and ˆi D fui j.ui ; aj / 2 Lg and ĵ D fvj j.ui ; aj / 2 Lg. The labels are set
as yj D �1 for all aj 2 AF , and yj D 1 for all aj 2 AT , and yj D 0 for unlabeled news pieces.
The parameter optimization of user ui is performed iteratively by following updating functions:
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˛i D�˛ C
X

yi >0;i2ˆi

yi

ˇi D�ˇ �
X

yi <0;i2ˆi

yi

yi D.˛i � ˇi /=.˛i C ˇi /;

(3.13)

where �˛ and �ˇ are the prior base constants indicating the degree the user believing the fake
or true news. Similarly, the parameter of news aj is updated as

j̨ D�
0
˛ C

X
yj >0;j 2 ĵ

yj

ǰ D�
0
ˇ �

X
yj <0;j 2 ĵ

yj

yj D. j̨ � ǰ /=. j̨ C ǰ /;

(3.14)

where �0
˛ and �0

ˇ
are the prior constants indicating the ratio of fake or true news. In this way,

the stance (like) information is aggregated to optimize the parameters, which can be used to
predict the news veracity using yj [147].

We can infer the implicit stance values from social media posts, which usually requires a
labeled stance dataset to train a supervised model. The inferred stance scores then serve as the
input to perform fake news classification.

Users News

Fake News

Real News

Probabilistic

Stance

Modeling
News Veracity

Inference
ui ~ Beta (αi, βi)

aj ~ Beta (αj, βj)

u

u

um

a

a

aN

... ...

Liking

√

�

Figure 3.3: The illustration of stance aggregation framework: (1) probabilistic stance modeling
and (2) news veracity inference.
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3.2.2 EMOTION-ENHANCEDMODELING
Fake news publishers often aims to spread information extensively and draw wide public atten-
tion. Long-standing social science studies demonstrate that the news which evokes high-arousal,
or activating (awe, anger, or anxiety) emotions is more viral on social media [42, 146]. To achieve
this goal, fake news publishers commonly adopt two approaches. First, publishers post news with
intense emotions which trigger a high level of physiological arousal in the crowd. For example,
in Figure 3.4a, the publisher uses rich emotional expressions (e.g., Oh my god!) to make this
information more impressive and striking. Second, publishers may present the news objectively
to make it convincing whose content, however, is controversial which evoke intense emotion
in the public, and finally spreads widely. As another example (see Figure 3.4b), the publisher
writes the post in a unemotional way, while the statement that China ranks second to the
last suddenly bring on tension in the crowd, and people express their feeling of anger (e.g.,
most ridiculous), shock, and doubt (e.g., seriously?) in comments.

(a) Emotion in News Content (a) Emotion in User Comments

Figure 3.4: Two fake news posts from Sina Weibo. (a) A post which contains emotions of aston-
ishment and sadness in news content that easily arouses the audience. (b) A post which contains
no emotion, but raises emotions like doubt and anger in user comments by controversial topics.
Based on [47].

The end-to-end emotion based fake news detection framework (see Figure 3.5) consists
of three major components: (i) the content module mine the information from the publisher,
including semantics and emotions in news contents; (ii) the comment module capture semantics
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Figure 3.5:The proposed framework consists of three components: (1) the news content module;
(2) the user comments module; and (3) the fake news prediction component. The previous two
modules are used to model semantics and emotions from the publisher and users, respectively,
while the prediction part fuses information of these two modules and makes prediction. Three
gates (Gate_N, Gate_C, and Gate_M) are used for multi-modal fusion in different layers.

and emotion information from users; and (iii) the fake news prediction component fuses the
features from both news content and user comments and predict fake news.

Learning Emotion Embeddings Early studies primarily use hand-crafted features for repre-
senting emotion of text, which highly rely on sentiment dictionaries. There are several widely
used emotion dictionaries such as WordNet [62], SlangSD [170], and MPQA [168] for En-
glish and HowNet4 for Chinese. However, this method may encounter problems of emotion
migration and low coverage on social media, because of the differences of sentiment word usage
on social media and in the real word. In addition, some existing tools such as Vader [55] are
designed to predict sentiment for a general purpose on social media, which may not be specific
for fake news detection and the resultant numeric sentiment score is not easily embedded to
deep learning models.

Therefore, we adopt the deep learning emotion prediction model [4] to learn the task-
specific sentiment embedding for both news contents and user comments. Inspired by recent
advancements on deep learning for emotion modeling [4], we train a recurrent neural network

4http://www.keenage.com/html/e_index.html

http://www.keenage.com/html/e_index.html
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(RNN) to learn the emotion embedding vectors. Following traditional settings [54], we first
obtain a large-scale real-world datasets that contain emotions, and use the emotions as the emo-
tion labels, and then initialize each word with one-hot vector. After initiation, all word vectors
pass an embedding layer which project each words from the original one-hot space into a low
dimensional space, and then sequentially fed into a one-layer GRU model. Then, through back-
propagation, the embedding layer get updated during training, producing emotion embedding
ei for each word wi .

IncorporatingEmotionRepresentations We introduce how to incorporate emotion embed-
dings to news contents and user comments to learn the representations for fake news detection.
We can learn the basic textual feature representations through a bidirectional GRU word en-
coder as in Section 2.1.3. For each wordwi , the word embedding vector wi is initialized with the
pre-trained word2vec [90]. The bidirectional GRU contains the forward GRU �!f which reads
each sentence from word w0 to wM and a backward GRU  �f which reads the sentence from
word wn to w0:

�!
hw

i D
���!
GRU.wi /; i 2 Œ0; n�;

 �
hw

i D
 ���
GRU.wi /; i 2 Œ0; n�:

(3.15)

For a given word wi , we could obtain its word encoding vector hw
i by concatenating the forward

hidden state �!hw
i and backward hidden state �hw

i , i.e., hw
i D Œ

�!hw
i ;
 �hw

i �.
Similarly to the word encoder, we adopt bidirectional GRU to model the emotion feature

representations for the words. After we obtain the emotion embedding vectors ei , we can learn
the emotion encoding he

i for word wi :
�!
he

i D
���!
GRU.ei /; i 2 Œ0; n�;

 �
he

i D
 ���
GRU.ei /; i 2 Œ0; n�;

(3.16)

for a given word wi , we could obtain its emotion encoding vector he
i by concatenating the for-

ward hidden state �!he
i and backward hidden state �he

i , i.e., he
i D Œ

�!he
i ;
 �he

i �.
The overall emotion information of news content is also important when deciding how

much information from emotion embedding should be absorbed for the words. For a given post
a, we extract the emotion features included in [22] and also add some emotion features. There
are 19 features regarding emotion aspects of news, including numbers of positive/negative words,
sentiment score, etc. News emotion features of a is denoted as se.

Gate_N is applied to learn information jointly from word embedding, emotion embed-
ding and sentence emotion features, and yield new representation for each word (see Figure 3.5).
The units in Gate_N is motivated by the forget gate and input gate in LSTM. In Gate_N, two
emotion inputs corporately decide the value of rt and ut with two sigmoid layers, which are
used for manage how much information from semantic and emotion is added into the new rep-
resentation. Meanwhile, a dense layer transfer the emotion inputs to the same dimensional space
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of word embedding. Mathematically, the relationship between inputs and output of T_Gate is
defined as the following formulas:

rt D �.Wr � Œse;he
t �C br/

ut D �.Wu � Œse;he
t �C bu/

ce
t D tanh.Wc � Œse;he

t �C bc/

nt D rt ˇ hw
t C ut ˇ ce

t :

(3.17)

Comment module explore the semantic and emotion information from the users in the
event. The architecture of comment module is similar to content module’s except: (1) all com-
ments are first concatenated before fed into BiGRUs; (2) there is no sentence emotion features;
and (3) Gate_C is used for fusion. Gate_C is introduced for fusion in comment module. Dif-
ferent from Gate_N, there are only two modalities. We adopt the update gate in GRU to control
the update of information in fusion process (see Figure 3.5). Two inputs jointly yield a update
gate vector ut through a sigmoid layer. A dense layer create a vector of new candidate values, he

t ,
which has the same dimension as the wt . The final output nt is a linear interpolation between
the wt and he

t . Mathematically, the following formulas represent the process:

ut D �.Wu � Œhw
t ;he

t �C bu/

ce
t D tanh.Wc � he

t C bc/

nt D ut ˇ hw
t C .1 � ut /ˇ ce

t :

(3.18)

Emotion-Based Fake News Detection Here, Gate_M fuse the high-level representation of
content module and comment module, and then yield a representation vector n (see Figure 3.5).
Mathematically, following equations demonstrate the internal relationship of Gate_M:

r D �.Wu � Œcon; com�C bu/

o D rˇ conC .1 � r/ˇ com:
(3.19)

We use a fully connected layer with softmax activation to project the new vector n into the target
space of two classes: fake news and real news, and gain the probability distribution:

Oy D softmax.Wf oC bf /; (3.20)

where Oy D ŒOy0; Oy1� is the predicted probability vector with Oy0 and Oy1 indicate the predicted prob-
ability of label being 0 (real news) and 1 (fake news), respectively. y 2 f0; 1g denotes the ground
truth label of news. bf 2 R1�2 is the bias term. Thus, for each news piece, the goal is to minimize
the cross-entropy loss function as follows:

L.�/ D �y log.Oy1/ � .1 � y/ log.1 � Oy0/; (3.21)

where � denotes the parameters of the network.
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3.2.3 CREDIBILITY-PROPAGATEDMODELING
Credibility-propagated models aims to infer the veracity of news pieces from the credibility
of the posts on social media through network propagation. The basic assumption is that the
credibility of a given news event is highly related to the credibility degree of its relevant social
media posts [59]. Since posts are correlated in terms of their viewpoints toward the news piece,
we need to collect all relevant social media posts and represent a credibility network among them.
Then, we can explore the correlations among posts to optimize the credibility values, which can
be averaged as the score for predicting fake news.

Representing a Credibility Network
We can first build a credibility network structure among all the posts C D fc1; � � � ; cmg for a news
piece a (see Figure 3.6). Credibility network initialization consists of two parts: node initializa-
tion and link initialization. First, we can obtain the initial credibility score vector of nodes T0

from pre-trained classifiers with features extracted from external training data. The link is de-
fined by mining the viewpoint relations, which are the relations between each pair of viewpoint
such as contradicting or same. The basic idea is that posts with same viewpoints form supporting
relations which raise their credibilities, and posts with contradicting viewpoints form opposing
relations which weaken their credibilities. Specifically, a social media post ci is modeled as a
multinomial distribution �i over K topics, and a topic k is modeled as a multinomial distribu-
tion  tk over L viewpoints. The probability of a post ct over topic k along with L viewpoints is
denoted as pik D �i �  ik. The distance between two posts ci and cj are measured by using the
Jensen–Shannon Distance: Dis.ci ; cj / D DJS.pikjjpjk/.

Fake News

Real News

Supporting     OpposingOriginal Credibility Network

Average

Credibility

Scores

Mining

Conflicting

Viewpoints

√

�
c c

c

cc

c c

c

cc

Figure 3.6: An illustration of leveraging post credibility to detect fake news.

The supporting or opposing relation indicator is determined as follows: it’s assumed that
one post contains a major topic-viewpoint, which can be defined as the largest proportion of
pik. If the major topic-viewpoints of two posts ci and cj are clustered together (they take the
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same viewpoint), then they are mutually supporting; otherwise, they are mutually opposing. The
similarity/dissimilarity measure of two posts are defined as:

f .ci ; cj / D
.�1/b

DJS.pikjjpjk/C 1
; (3.22)

where b is the link type indicator, and if b D 0, then ci and cj take the same viewpoint; otherwise,
b D 1.

Propagating Credibility Values
The goal is to optimize the credibility values of each node (i.e., social media post), and infer the
credibility value of corresponding news items [59]. Posts with supporting relations should have
similar credibility values; posts with opposing relations should have opposing credibility values.
In the credibility network, there are: (i) a post credibility vector T D fo.c1/; o.c2/; :::; o.cn/gwith
o.ci / denoting the credibility value of post ci ; and (ii) a matrix W 2 Rn�n, where Wij D f .ci ; cj /

which denotes the viewpoint correlations between post ci and cj , that is, whether the two posts
take supporting or opposing positions. Therefore, the objective to propagate credibility scores
can be defined as a network optimization problem as below:

Q.T/ D�
nX

i;j D1

jWijj

0B@o.ci /p
NDii

� eij
o.cj /q
NDjj

1CA
2

C .1 � �/kT � T0k
2;

(3.23)

where ND is a diagonal matrix with NDii D
P

k jWikj and eij D 1, if Wij � 0; otherwise eij D 0.
The first component is the smoothness constraint which guarantees the two assumptions of
supporting and opposing relations; the second component is the fitting constraint to ensure
variables not change too much from their initial values; and � is the regularization parameter.
Then the credibility propagation on the proposed networkGC is formulated as the minimization
of this loss function:

T�
D argminTQ.T/: (3.24)

The optimum solution can be solved by updating T in an iterative manner through the tran-
sition function T.t/ D �HT.t � 1/C .1 � �T0/, where H D ND�1=2W ND�1=2. As the iteration
converges, each post receives a final credibility value, and the average of them is served as the
final credibility evaluation result for the news.

3.3 NETWORK-BASEDDETECTION
Recent advancements of network representation learning, such as network embedding and deep
neural networks, allow us to better capture the features of news from auxiliary information such
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as friendship networks, temporal user engagements, and interaction networks. Network-based
fake news detection aims to leverage the advanced network analysis and modeling methods to
better predict fake news. We introduce representative types of networks for detecting fake news.

3.3.1 REPRESENTATIVENETWORKTYPES
We introduce several network structures that are commonly used to detect fake news (Fig-
ure 3.7).

Friendship Networks A user’s friendship network is represented as a graph GF D .U ; EF /,
where U and EF are the node and edge sets, respectively. A node u 2 U represents a user, and
.u1; u2/ 2 E represents whether a social relation exists.

Homophily theory [87] suggests that users tend to form relationships with like-minded
friends, rather than with users who have opposing preferences and interests. Likewise, social
influence theory [85] predicts that users are more likely to share similar latent interests toward
news pieces. Thus, the friendship network provides the structure to understand the set of social
relationships among users. The friendship network is the basic route for news spreading and can
reveal community information.

Diffusion Networks A diffusion network is represented as a directed graph GD D

.U ; ED; p; t/, where U and E are the node and edge sets, respectively. A node u 2 U repre-
sents an individual that can publish, receive, and diffuse information at time ti 2 t . A directed
edge, .u1 ! u2/ 2 ED , between nodes u1; u2 2 U , represents the direction of information diffu-
sion. Each directed edge .u1 ! u2/ 2 ED , between nodes u1; u2 2 U , represents the direction
of information diffusion. Each directed edge .u1 ! u2/ is assumed to be associated with an
information diffusion probability, p.u1 ! u2/ 2 Œ0; 1�.

The diffusion network is important for learning about representations of the structure and
temporal patterns that help identify fake news. By discovering the sources of fake news and the
spreading paths among the users, we can also try to mitigate the fake news problem.

Interaction Networks An interaction network GI D .fP ;U ;Ag; EI / consists of nodes rep-
resenting publishers, users, news, and the edges EI indicating the interactions among them.
For example, edge .p ! a/ demonstrates that publisher p publishes news item a, and .v ! u/

represents news a is spread by user u.
The interaction networks can represent the correlations among different types of entities,

such as publisher, news, and social media post, during the news dissemination process [141].
The characteristics of publishers and users, and the publisher-news and news-users interactions
have potential to help differentiate fake news.

Propagation Networks A propagation network GP D .C; a/ consists of a news piece a and
the corresponding social media posts C that propagates the news. Note that different types of
posts can occurs such as reposting, replying, commenting, liking, etc. We will introduce that a
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Figure 3.7: Representative network types during fake news dissemination.
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propagation network is treated in a hierarchical view, consisting of two levels: macro-level and
micro-level. The macro-level propagation network includes the news nodes, tweet nodes, and
retweet nodes. The micro-level propagation network indicates the conversation tree represented
by reply nodes.

Propagation networks contain rich information from different perspectives such as tem-
poral, linguistic, and structural, which provides auxiliary information for potential improving
the detecting of fake news.

3.3.2 FRIENDSHIPNETWORKINGMODELING
The friendship network plays an important role in fake news diffusion. The fact that users are
likely to form echo chambers strengthens our need to model user social representations and to
explore its added value for a fake news study. Essentially, given the friendship network GF , we
want to learn latent representations of users while preserving the structural properties of the
network, including first-order and higher-order structure, such as second-order structure and
community structure. For example, Deepwalk [108] preserves the neighborhood structure of
nodes by modeling a stream of random walks. In addition, LINE [150] preserves both first-
order and second-order proximities. Specifically, we measure the first-order proximity by the
joint probability distribution between the user ui and uj ,

p1.ui ; uj / D
1

1C exp.�uiT uj /
; (3.25)

where ui (uj ) is the social representation of user ui (uj ). We model the second-order proximity
by the probability of the context user uj being generated by the user ui , as follows:

p2.uj jui / D
exp.uj

T ui /PjV j

kD1
exp.ukT ui /

; (3.26)

where jV j is the number of nodes or “contexts” for user ui . This conditional distribution implies
that users with similar distributions over the contexts are similar to each other. The learning
objective is to minimize the KL-divergence of the two distributions and empirical distributions,
respectively.

Network communities may actually be a more important structural dimension because
fake news spreaders are likely to form polarized groups [49, 136]. This requires the representa-
tion learning methods to be able to model community structures. For example, a community-
preserving node representation learning method, Modularized Nonnegative Matrix Factoriza-
tion (MNMF), is proposed [164]. The overall objective is defined as follows:

min
M;U;H;C�0

k S �MUT
k

2
F„ ƒ‚ …

Proximity Mapping

C ˛kH �UCT
k

2
F„ ƒ‚ …

Community Mapping

� ˇtr.HT BH/„ ƒ‚ …
Modularity Modeling

s.t. t r.HT H/ D m
(3.27)
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and comprises three major parts: proximity mapping, community mapping, and modularity
modeling. In proximity mapping, S 2 Rm�m is the user similarity matrix constructed from the
user adjacency matrix (first-order proximity) and neighborhood similarity matrix (second-order
proximity), and M 2 Rm�k and U 2 Rm�k are the basis matrix and user representations. For
community mapping, H 2 Rm�l is the user-community indicator matrix that we optimize to
be reconstructed by the product of the user latent matrix U and the community latent matrix
C 2 Rl�m. For modularity modeling, the objective is to maximize the modularity function [96],
where B 2 Rm�m is the modularity matrix.

Tensor factorization can be applied to learn the community-enhanced news representation
to predict fake news [49]. The goal is to incorporate user community information to guide the
learning process of news representation. We first build a three-mode news-user-community
tensor Y 2 RN �m�J . Then we apply the CP/PARAFAC tensor factorization model to factorize
Y into the following:

Y � ŒF;U;H� D
RX

rD1

�r fr ˇ ur ˇ hr ; (3.28)

where ˇ denotes the outer product and fr (same for br and hr ) denotes the normalized rth
column of non-negative factor matrix F (same for B and H), and R is the rank. Each row of F
denotes the representation of the corresponding article in the embedding space.

3.3.3 DIFFUSIONNETWORKTEMPORALMODELING
The news diffusion process involves abundant temporal user engagements on social media [119,
136, 169]. The social news engagements are defined as a set of tuples to represent the process
of how news items spread over time among m users in U D fu1; u2; :::; umg. Each engagement
fui ; ti ; cig represents that a user ui spreads news article at time ti by posting ci . For example,
a diffusion path between two users ui and uj exists if and only if: (1) uj follows ui and (2) uj

posts about a given news only after ui does so.
The goal of learning temporal representations is to capture the user’s pattern of temporal

engagements with a news article aj . Recent advances in the study of deep neural networks, such
as RNNs, have shown promising performance for learning representations. RNNs are powerful
structures that allow the use of loops within the neural network to model sequential data. Given
the diffusion network GD , the key procedure is to construct meaningful features xi for each
engagement. The features are generally extracted from the contents of ci and the attributes of
ui . For example, xi consists of the following components: xi D .�;�t; ui ; ci /. The first two
variables � and �t represent the number of total user engagements through time t and the
time difference between engagements, respectively. These variables capture the general measure
of frequency and time interval distribution of user engagements of the news piece aj . For the
content features of users posts, the ci are extracted from hand-crafted linguistic features, such
as n-gram features, or by using word embedding methods such as doc2vec [76] or GloVe [106].
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We extract the features of users ui by performing a singular value decomposition of the user-
news interaction matrix E 2 f0; 1gm�N , where Eij D 1 indicate that user ui has engaged in the
process of spreading the news piece aj ; otherwise Eij D 0.

An RNN framework for learning news temporal representations is demonstrated in Fig-
ure 3.8. Since xi includes features that come from different information space, such as temporal
and content features, so we do not suggest incorporating xi into RNN as the raw input. Thus, we
add a fully connected embedding layer to convert the raw input xi into a standardized input fea-
tures Qxi , in which the parameters are shared among all raw input features xi ; i D 1; :::; m. Thus,
the RNN takes a sequence Qx1; Qx2; :::; Qxm as input. At each time-step i , the output of previous
step hi�1, and the next feature input Qxi are used to update the hidden state hi . The hidden states
hi is the feature representation of the sequence up to time i for the input engagement sequence.
Thus, the hidden states of final step hm is passed through a fully connected layer to learn the
resultant news representation, defined as aj D tanh.Whm C b/, b is a bias vector. Thus, we can
use aj to perform fake news detection and related tasks [119].

Embedding Layer

h

x̃ x̃i x̃m

...
hi

xix

...
hm

W aj

xm

Figure 3.8: An RNN framework for learning news temporal representations.

3.3.4 INTERACTIONNETWORKMODELING
Interaction networks describe the relationships among different entities such as publishers, news
pieces, and users. Given the interaction networks the goal is to embed the different types of en-
tities into the same latent space, by modeling the interactions among them. We can leverage
the resultant feature representations of news to perform fake news detection. The framework is
shown as in Figure 3.9, which mainly includes the following components: a news contents em-
bedding component, a user embedding component, a user-news interaction embedding com-
ponent, a publisher-news relation embedding component, and a semi-supervised classification
component. In general, the news contents embedding component describes themapping of news
from bag-of-word features to latent feature space; the user embedding component illustrates the
extraction of user latent features from user social relations; the user-news interaction embed-
ding component learn the feature representations of news pieces guided by their partial labels
and user credibilities. The publisher-news relation embedding component regularizes the fea-
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Figure 3.9: The framework for interactive network embedding for fake news detection.

ture representations of news pieces through publisher partisan bias labels. The semi-supervised
classification component learns a classification function to predict unlabeled news items.

News Embedding We can use news content to find clues to differentiate fake news and true
news. As in Equation (3.27) from Section 2.4.1, we use NMF we can attempt to project the
document-word matrix to a joint latent semantic factor space with low dimensionality, such that
the document-word relations are modeled as the inner product in the space. We can obtain the
news representation matrix F.

User Embedding On social media, people tend to form relationships with like-minded
friends, rather than with users who have opposing preferences and interests [140]. Thus, con-
nected users are more likely to share similar latent interests in news pieces. To obtain a stan-
dardized representation, we use nonnegative matrix factorization to learn the user’s latent rep-
resentations (we will introduce other methods in Section 3.3.2). Specifically, giving user-user
adjacency matrix A 2 f0; 1gm�m, we learn nonnegative matrix U 2 Rm�k

C by solving the follow-
ing optimization problem:

min
U;T�0

kYˇ .A �UTUT /k2F ; (3.29)

where U is the user latent matrix, T 2 Rk�k
C is the user-user correlation matrix, and Y 2 Rm�m

controls the contribution of A. Since only positive samples are given in A, we can first set Y D
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sign.A/, then perform negative sampling and generate the same number of unobserved links
and set weights as 0.

User-News Embedding The user-news interactions are often modeled by considering the re-
lationships between user representations and the news veracity values (yLj). Intuitively, users with
low credibilities are more likely to spread fake news, while users with high credibility scores are
less likely to spread fake news. Each user has a credibility score that we can infer using his/her
published posts [1], and we use s D fs1; s2; :::; smg to denote the credibility score vector, where a
larger si 2 Œ0; 1� indicates that user ui has a higher credibility. The user-news engaging matrix is
represented as E 2 f0; 1gm�N , where Eij D 1 indicates that user ui has engaged in the spreading
process of the news piece aj ; otherwise Eij D 0. The objective function is shown as follows:

min
mX

iD1

rX
j D1

Eijsi

�
1 �

1C yLj

2

�
jjUi � Fj jj

2
2„ ƒ‚ …

True news

C

mX
iD1

rX
j D1

Eij.1 � si /

�
1C yLj

2

�
jjUi � Fj jj

2
2„ ƒ‚ …

Fake news

;

(3.30)

where yL 2 Rr�1 is the label vector of all partially labeled news. The objective considers two
situations: (i) for true news, i.e., yLj D �1, which ensures that the distance between latent fea-
tures of high-credibility users and that of true news is small; and (ii) for fake news, i.e., yLj D 1,
which ensures that the distance between the latent features of low-credibility users and the latent
representations of true news is small.

Publisher-News Embedding The publisher-news interactions are modeled by incorporating
the characteristics of the publisher and news veracity values (). Fake news is often written to
convey opinions or claims that support the partisan bias of the news publisher. Publishers with
a high degree of political bias are more likely to publish fake news [141]. Thus, a useful news
representation should be good for predicting the partisan bias score of its publisher. The partisan
bias scores are collected from fact-checking websites and are represented as a vector o. We utilize
publisher partisan labels vector o 2 Rl�1 and publisher-news matrix B 2 Rl�N to optimize the
news feature representation learning as follows:

min k NBFQ � ok22; (3.31)

where the latent features of a news publisher are represented by the features of all the news
he/she published, i.e., NBD. NB is the normalized user-news publishing relation matrix, i.e.,
NBkj D

BkjPn
j D1 Bkj

. Q 2 Rk�1 is the weighting matrix that maps news publishers’ latent features
to corresponding partisan label vector o.
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The finalized model combines all previous components into a coherent model. In this way,

we can obtain the latent representations of news items F and of users U through the network
embedding procedure, which is utilized to perform fake news classification tasks.

3.3.5 PROPAGATIONNETWORKDEEP-GEOMETRICMODELING
In [34, 92], the authors propose to use geometric deep learning (e.g., graph convolution neural
networks) to learn the structural of propagation networks for fake news detection. Geometric
deep learning naturally deals with heterogeneous graph data, which has the potential to unify
signals of text and structure information in the propagation networks. Geometric deep learning
generally refers to the non-Euclidean deep learning approaches [20]. In general, graph CNNs
replace the classical convolution operation on grids with a local permutation-invariant aggre-
gation on the neighborhood of a vertex in a graph. Specifically, the convolution works with a
spectral representation of the graphs GP and learns the spatially localized filters by approximat-
ing convolutions defined on the graph Fourier domain. Mathematically, a normalized graph
laplacian L is defined as L D IN �D� 1

2 AD� 1
2 D EƒET , where D is the degree matrix of the

adjacency matrix A for the propagation network (Dii D
P

j Aij). ƒ is the diagonal matrix of its
eigenvalues and E is the matrix of eigenvector basis. Given a node feature c, ET c is the graph
Fourier transform of x. The convolutional operation on this node signal is defined as:

g� � c D Eg�ET c; (3.32)

where g� D diag.�/ parameterized by � is a function of the eigenvalues of L, i.e., g� .ƒ/. How-
ever, convolution in Equation (3.32) is computationally expensive due to the multiplication with
high dimensional matrix E and it is a non-spatially localized filters. To solve this problem, it is
suggested to use Chebyshev polynomials Tk.c/ up to K th order as a truncated expansion to ap-
proximate g� . Equation (3.32) thus is reformulated as:

g� � c �
KX

kD0

�kTk. QL/c: (3.33)

QL D 2
�max

L � IN and �max is the largest eigenvalue of L. Now, �k becomes the Chebyshev co-
efficients. If we limit K D 1 and approximate �max � 2, with the normalized tricks and weak
constraints used in [68], Equation (3.33) simplifies to:

g� � c � �
�
QD� 1

2 QA QD� 1
2

�
c; (3.34)

where QA D AC IN and QD is the degree matrix of QA. We turn Equation (3.34) to the matrix
multiplication form, for the whole network,

C0

D ı
�
QD� 1

2 QA QD� 1
2 � C �W

�
: (3.35)
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The above equation describes a spectral approach of graph convolution layer which analogous to
a 1-hop node information aggregation. In Equation (3.35), C0 is a graph convolved signal. The
filer parameters matrix W is learned through the back-propagation of deep models.

The model uses a four-layer Graph CNN with two convolutional layers (64-dimensional
output features map in each) and two fully connected layers (producing 32- and 2-dimensional
output features, respectively) to predict the fake/true class probabilities. Figure 3.10 depicts a
block diagram of the model. One head of graph attention was used in every convolutional layer
to implement the filters together with mean-pooling for dimensionality reduction. The Scaled
Exponential Linear Unit (SELU) [70] is used as nonlinearity throughout the entire network.
Hinge loss was employed to train the neural network and no regularization was used with the
model.

Fake

Real
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Figure 3.10: The architecture of the graph convolutional network (GCN) framework on mod-
eling propagation network for fake news detection. GC D Graph Convolution, MP D Mean
Pooling, FC D Fully Connected, SM D SoftMax layer.

3.3.6 HIERARCHICAL PROPAGATIONNETWORKMODELING
In the real world, news pieces spread in networks on social media. The propagation networks
have a hierarchical structure (see Figure 3.11), including macro-level and micro-level propaga-
tion networks [135]. On one hand, macro-level propagation networks demonstrate the spread-
ing path from news to the social media posts sharing the news, and those reposts of these posts.
Macro-level networks for fake news are shown to be deeper, wider, and includes more social bots
than real news [127, 159], which provides clues for detecting fake news. On the other hand,
micro-level propagation networks illustrate the user conversations under the posts or reposts,
such as replies/comments. Micro-level networks contain user discussions toward news pieces,
which brings auxiliary cues such as sentiment polarities [45] and stance signals [59] to differenti-
ate fake news. Studying macro-level and micro-level propagation network provides fine-grained
social signals to understand fake news and can possibly facilitate fake news detection.
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Figure 3.11: An example of the hierarchical propagation network of a fake news piece. It consists
of two types: macro-level and micro-level. The macro-level propagation network includes the
news nodes, tweet nodes, and retweet nodes. The micro-level propagation network indicates the
conversation tree represented by reply nodes.

Macro-Level Propagation Network Macro-level propagation network encompasses infor-
mation on tweets posting pattern and information sharing pattern. We analyze the macro-level
propagation network in terms of structure and temporal perspectives. Since the same textual
information related to a news article is shared across the macro-level network, linguistic analysis
is not applicable.

Structural analysis of macro-level networks helps to understand the global spreading pat-
tern of the news pieces. Existing work has shown that learning latent features from the macro-
level propagation paths can help to improve fake news detection, while lacking of an in-depth
understanding of why and how it is helpful [80, 169]. Thus, we characterize and compare the
macro-level propagation networks by looking at various network features as follows.

• .S1/ Tree depth: The depth of the macro propagation network, capturing how far the in-
formation is spread/retweeted by users in social media.

• .S2/ Number of nodes: The number of nodes in a macro network indicates the number of
users who share the new article and can be a signal for understanding the spreading pattern.

• .S3/ Maximum Outdegree: Maximum outdegree in macro network could reveal the
tweet/retweet with the most influence in the propagation process.
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• .S4/ Number of cascades: The number of original tweets posting the original news article.

• .S5/Depth of node with maximum outdegree: The depth at which node with maximum out-
degree occurs. This indicates steps of propagation it takes for a news piece to be spread by
an influential node whose post is retweeted by more users than any other user’s repost.

• .S6/ Number of cascades with retweets: It indicate number of cascades (tweets) those were
retweeted at least once.

• .S7/ Fraction of cascades with retweets: It indicates the fraction of tweets with retweets
among all the cascades.

• .S8/ Number of bot users retweeting: This feature captures the number of bot users who
retweet the corresponding news pieces.

• .S9/ Fraction of bot users retweeting: It is the ratio of bot users among all the users who
tweeting and retweeting a news piece. This feature can show whether news pieces are
more likely to be disseminated by bots or real humans.

Temporal analysis in macro-level network reveal the frequency and intensity of news dis-
semination process. The frequency distribution of user posting over time can be encoded in
recurrent neural networks to learn the features to detection fake news [119, 133]. However, the
learned features are not interpretable, and the explanation of why the learned features can help
remain unclear. Here, we extract several temporal features from macro-level propagation net-
works explicitly for more explainable abilities and analyze whether these features are different
or not. The following are the features we extracted from the macro propagation network.

• .T1/ Average time difference between the adjacent retweet nodes: It indicates how fast the
tweets are retweeted in news dissemination process.

• .T2/ Time difference between the first tweet and the last retweets: It captures the life span of
the news spread process.

• .T3/ Time difference between the first tweet and the tweet with maximum outdegree: Tweets
withmaximum outdegree in propagation network represent themost influential node.This
feature demonstrates how long it took for a news article to be retweeted by most influential
node.

• .T4/ Time difference between the first and last tweet posting news: This indicates how long
the tweets related to a news article are posted in Twitter.

• .T5/ Time difference between the tweet posting news and last retweet node in deepest cascade:
Deepest cascade represents the most propagated network in the entire propagation net-
work. This time difference indicates the lifespan of the news in the deepest cascade and
can show whether news grows in a burst or slow manner.
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• .T6/ Average time difference between the adjacent retweet nodes in the deepest cascade: This

feature indicates how frequent a news article is retweeted in the deepest cascade.

• .T7/ Average time between tweets posting news: This time indicates whether tweets are
posted in short intervals related to a news article.

• .T8/ Average time difference between the tweet post time and the first retweet time: The average
time difference between the first tweets and the first retweet node in each cascade can
indicate how soon the tweets are retweeted.

Micro-Level PropagationNetwork Micro-level propagation networks involve users conver-
sations toward news pieces on social media over time. It contains rich information of user opin-
ions toward news pieces. Next, we introduce how to extract features from micro-level propaga-
tion networks from structural, temporal, and linguistic perspectives.

Structure analysis in the micro network involves identifying structural patterns in conver-
sation threads of users who express their viewpoints on tweets posted related to news articles.

• (S10) Tree depth: Depth of the micro propagation network captures how far is the conver-
sation tree for the tweets/retweets spreading a news piece.

• (S11) Number of nodes: The number of nodes in the micro-level propagation network indi-
cates the number of comments that are involved. It can measure how popular of the tweet
in the root.

• (S12)MaximumOutdegree: In micro-network, the maximum outdegree indicates the max-
imum number of new comments in the chain starting from a particular reply node.

• (S13) Number of cascade with with micro-level networks: This feature indicates the number
of cascades that have at least one reply.

• (S14) Fraction of cascades with micro-level networks: This feature indicates the fraction of the
cascades that have at least one replies among all cascades.

Temporal analysis of micro-level propagation network depicts users’ opinions and emotions
through a chain of replies over time. The temporal features extracted from micro network can
help understand exchange of opinions in terms of time. The following are some of the features
extracted from the micro propagation network.

• (T9) Average time difference between adjacent replies in cascade: It indicates how frequent
users reply to one another.

• (T10) Time difference between the first tweet posting news and first reply node: It indicates how
soon the first reply is posted in response to a tweet posting news.
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• (T11) Time difference between the first tweet posting news and last reply node in micro network:

It indicates how long a conversation tree lasts starting from the tweet/retweet posting a
new piece.

• (T12) Average time difference between replies in the deepest cascade: It indicates how frequent
users reply to one another in the deepest cascade.

• (T13) Time difference between first tweet posting news and last reply node in the deepest cas-
cade: Indicates the life span of the conversation thread in the deepest cascade of the micro
network.

Linguistic analysis people express their emotions or opinions toward fake news through
social media posts, such as skeptical opinions, sensational reactions, etc. These textual informa-
tion has been shown to be related to the content of original news pieces. Thus, it is necessary to
extract linguistic-based features to help find potential fake news via reactions from the general
public as expressed in comments from micro-level propagation network. Next, we demonstrate
the sentiment features extracted from the comment posts, as the representative of linguistic fea-
tures. We utilize the widely used pre-trained model VADER [45] to predict the sentiment score
for each user reply, and extract a set of features related to sentiment as follows.

• (L1) Sentiment ratio: We consider a ratio of the number of replies with a positive senti-
ment to the number of replies with negative sentiment as a feature for each news articles
because it helps to understand whether fake news gets more number of positive or negative
comments.

• (L2) Average sentiment: Average sentiment scores of the nodes in the micro propagation
network. Sentiment ratio does not capture the relative difference in the scores of the sen-
timent and hence average sentiment is used.

• (L3) Average sentiment of first level replies: This indicates whether people post positive or
negative comments on the immediate tweets posts sharing fake and real news.

• (L4) Average sentiment of replies in deepest cascade: Deepest cascade generally indicate the
nodes that are most propagated cascade in the entire propagation network. The average
sentiment of the replies in the deepest cascade capture the emotion of user comments in
most influential information cascade.

• (L5) Sentiment of first level reply in the deepest cascade: Deepest cascade generally indicate the
nodes that are most propagated cascade in the entire propagation network. The sentiment
of the first level reply indicates the user emotions to most influential information cascade.

We can compare all the aforementioned features for fake and real news pieces, and ob-
serve that most of the feature distributions are different. In [135], we build different learning
algorithms using the extracted features to detect fake news. We evaluate the effectiveness of
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the extracted features by comparing with several existing baselines. The experiments show that:
(1) these features can make significant contributions to help detect fake news; (2) these fea-
tures are overall robust to different learning algorithms; and (3) temporal features are more
discriminative than linguistic and structural features and macro- and micro-level features are
complimentary.
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C H A P T E R 4

Challenging Problems of Fake
NewsDetection

In previous chapters, we introduce how to extract features and build machine learning models
from news content and social context to detect fake news, which generally considers the standard
scenario of binary classification. Since fake news detection is a critical real-world problem, it has
encountered specific challenges that need to be considered. In addition, recent advancements of
machine learning methods such as deep neural networks, tensor factorization, and probabilistic
models allow us to better capture effective features of news from auxiliary information, and deal
with specialized settings of fake news detection.

In this chapter, we discuss several challenging problems of fake news detection. Specifi-
cally, there is a need for detecting fake news at the early stage to prevent further propagation of
fake news on social media. Since obtaining the ground truth of fake news is labor intensive and
time consuming, it is important to study fake news detection in a weakly supervised setting, i.e.,
with limited or no labels for training. It is also necessary to understand why a particular piece
of news is classified as fake by machine learning models, in which the derived explanation can
provide new insights and knowledge not obvious to practitioners.

4.1 FAKENEWSEARLYDETECTION

Fake news early detection aims to give early alerts of fake news during the dissemination process
so that actions can be taken to help prevent its further propagation on social media.

4.1.1 A USER-RESPONSEGENERATIONAPPROACH
We learn that the rich social context information provides effective auxiliary signals to advance
fake news detection on social media. However, these types of social context information, such
as user comments, can only be available after people have already engaged in the fake news
propagation. Therefore, a more practical solution for early fake news detection is to assume
the news content is the only available information. In addition, we can assume we have obtained
historical data that contains both news contents and user response, and can leverage the historical
data to help enhance early detection performance on newly emerging news articles without any
user responses.
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Let A D fa1; a2; � � � ; aN g denote the set of news corpus, where each document ai is a

vector of term in a dictionary, † with size of d D j†j, and C D fc1; c2; � � � ; cng represents the
set of user responses. The detection task can be defined as: given a news article a, the goal is to
predict whether it is fake or not without using assuming the corresponding user response exists.

The framework mainly consists of two major components (see Figure 4.1): (1) a convolu-
tion neural network component to learn news representation; and (2) a user response generator
to generate auxiliary signals to help detect fake news.
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Figure 4.1: The user-response generation framework for early fake news detection. It consists
primarily of two stages: neural news representation learning and deep user response generator.
Based on [112].

Neural Representation Learning for News
To extract semantic information and learn the representation for news, we can use a two-level
convolution neural network (TCNN) structure: sentence-level and document-level. We have
introduced similar feature learning techniques in Section 2.1.3. For the sentence-level, we can
first derive sentence representation as the average of the word embeddings of those words in the
sentence. Each sentence in a news article can be represented as a one-hot vector s 2 f0; 1gjT j

indicating which words from the vocabulary † are present in the sentence. Then the sentence
representation is defined by average pooling of word embedding vectors of words in the sentence
as follows:

v.s/ D WsP
k sk

; (4.1)

where W is the embedding matrix for all words, where embedding of each word is obtained
from a pre-trained skip-gram algorithm [90] on all news articles. In the document level, the
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news representation is derived from the sentence representations by concatenating (˚) each
sentence representation. For a news piece ai , containingL sentences S D fs1; � � � ; sLg, the news
representation si is represented as:

ai D v.s1/˚ v.s2/˚ � � � v.sL/: (4.2)

After the news representation is obtained, we can use the convolution neural networks to learn
the representations as in Section 2.1.3.

User Response Generator
The goal of the user response generator is to generate user responses to help learn more effec-
tive representations to predict fake news. We can use a generative conditional variational auto-
encoder (CVAE) [144] to learn the a distribution over user responses, conditioned on the article,
and can therefore be used to generate varying responses sampled from the learned distribution.
Specifically, CVAE takes the user response C.i/ D fci1; � � � ; cing and the news article a as the
input, and aim to reconstruct the input c conditioned on a by learning the latent representation
z. The objective is shown as follows:

Ez�q�.cij;ai /Œ� logp� .cijjz; ai /�CDKL.q� .zjcij; ai //: (4.3)

The first term is the reconstruction error designed as the negative log-likelihood of the data
reconstructed from the latent variable z under the influence of article ai . The second term is for
regularization and minimize the divergence between the encoder distribution q� .zjc; a/ and the
prior distribution p� .z/.

We use the learned representation a from the TCNN as the condition and feed into the
user response generator to generate synthetic responses. The user response generated by URG is
put through a nonlinear neural network and then combined with the text features extracted by
TCNN. Then, the final feature vector is fed into a feed forward softmax classifier for classifica-
tion as in Figure 4.1.

4.1.2 ANEVENT-INVARIANTADVERSARIALAPPROACH
Most of existing fake news detection methods perform supervised learning using historical data
that are collected from different news events. Actually, these methods tend to capture lots of
event-specific features which are not shared among different news events [165]. Such event-
specific features, though being able to help classify the posts on verified events, would have limit
help or even hurt the detection with regard to newly emerged events. Therefore, it is important
to learn event-invariant features that are discriminative to detect fake news from unverified
events. The goal is to design an effective model to remove the nontransferable event-specific
features and preserve the shared event-invariant features among all the events to improve fake
news detection performance.
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In [165], an event adversarial neural network (EANN) model is proposed to extract

nontransferable multi-modal feature representations for fake news detection (see Figure 4.2).
EANN mainly consists of three components: (1) the multi-modal feature extractor; (2) the fake
news detector; and (3) the event discriminator. The multi-modal feature extractor cooperates
with the fake news detector to carry out the major task of identifying false news. Simultane-
ously, the multi-modal feature extractor tries to fool the event discriminator to learn the event
invariant representations.
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Figure 4.2: The illustration of the event adversarial neural networks (EANN). It consists of three
parts: a multi-modal feature extractor, an event discriminator, and a fake news detector. Based
on [165].

Multi-Modal Feature Extractor
The multi-modal feature extractor aims to extract feature representations from news text and
images using neural networks. We introduced representative techniques in Sections 2.1.3 and
2.2.3 for neural textual and visual feature learning. In [165], for textual feature, the CNNs are
utilized to obtain Rcnn; and for image feature, the VGG19 neural networks are adopted to get
Rvgg. To enforce a standard feature representation of both text and image, we can add another
dense layer (“vis-fc”) to map the learned feature representation to the same dimension:

RT D �.Wt /Rcnn

RV D �.Wv/Rvgg:
(4.4)
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The textual features RT and the visual features RV will be concatenated to form the multi-
modal feature representation denoted as RF D RT ˚RV , which is the output of the multi-
modal feature extractor.

Fake NewsDetector
The fake news detector deploys a fully connected layer (“pred-fc”) with softmax function to
predict whether a news post is fake or real. The fake news detector takes the learned multi-
modal feature representation RF as the input. The objective function of fake news detector is to
minimize the cross entropy loss as follows:

minLd .�f ; �d / WD min�EŒy log.P� .a//C .1 � y/.log.1 � P� .a///�; (4.5)

where a is a news post, �f and �d are the parameters of the multi-modal feature extractor and
fake news detector. However, directly optimizing the loss function in Equation (4.5) only help
detect fake news on the events that are already included in the training data, so it does not
generalize well to new events. Thus, we need to enable the model to learn more general feature
representations that can capture the common features among all the events. Such representation
should be event-invariant and does not include any event-specific features.

Event Discriminator
To learn the event-invariant feature representations, it is required to remove the uniqueness of
each events in the training data and focuses on extracting features that are shared among different
events. To this end, we use an event-discriminator, which is a neural network consisting of two
dense layers, to correctly classify the post into one of E events .1; � � � ; e/ correctly. The event
discriminator is a classifier and deploy the cross entropy loss function as follows:

minLe.�f ; �e/ WD min�E

"
EX

kD1

1ŒkDye� log.Ge.Gf .aI �f //I �e/

#
; (4.6)

where Gf denotes the multi-modal feature extractor, ye denotes the even label predicted, and
and Ge represents the event discriminator. Equation (4.6) can estimate the dissimilarities of
different events’ distributions. The large loss means the distributions of different events’ rep-
resentations are similar and the learned features are event-invariant. Thus, in order to remove
the uniqueness of each event, we need to maximize the discrimination loss Le by seeking the
optimal parameter �f .

The above idea motivates a minimax game between the multi-modal feature extractor and
the event discriminator. On one hand, the multi-modal feature extractor tries to fool the event
discriminator to maximize the discrimination loss, and on the other hand, the event discrimi-
nator aims to discover the event-specific information included in the feature representations to
recognize the event.The integration process of three components and the final objective function
will be introduced in the next section.
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4.1.3 A PROPAGATION-PATHMODELINGAPPROACH
The diffusion paths of fake news and real news can be very different on social media. In ad-
dition to only relying on news contents to detect fake news, the auxiliary information from
spreaders at the early stage could also be important for fake news early detection. Existing de-
tection methods mainly explore temporal-linguistic features extracted from user comments, or
temporal-structural features extracted from propagation paths/trees or networks [80]. However,
compared to user comments, user characteristics aremore available, reliable, and robust in the early
stage of news propagation than linguistic and structural features widely used by state-of-the-art
approaches.

Given the corpus of news pieces A D fa1; a2; � � � ; aN g where each document ai is a vec-
tor of term in a dictionary, † with size of d D j†j. Let U D fu1; � � � ; ung denotes the set of
social media users, each user is associated with a feature vector ui 2 Rk . The propagation path
is defined as a variable-length multivariate time series P.ai / D< � � � ; .uj ; t /; � � � >, where each
tuple .uj ; t / denotes that user uj tweets/retweets the news story ai . Since the goal is to perform
early detection of fake news, the designed model should be able to make predictions based on
only a partial propagation path, defined as P.ai ; T / D< xi ; t < T >.

This framework consists of three major components (see Figure 4.3): (1) building the
propagation path; (2) learning path representations through RNN and CNN; and (3) predicting
fake news base on path representations.

Source Tweet Retweet

User Vectors

Label

Hidden

ConcatenationPooling Pooling

SR

u1 u2 .   .  . un

h2h1 hn f1 f2 fn

SC

GRU GRU GRU CNN CNN CNN

Figure 4.3: The propagation-path based framework for early fake news detection.

Building Propagation Path
The first step to build a propagation path is to identify the users who have engaged in the prop-
agation process. The propagation path P.ai / for news piece ai is constructed by extracting the



4.1. FAKENEWSEARLYDETECTION 61
user characteristics from those profiles of the users who posts/reposts the news piece. After
P.ai / is obtained, the length of the propagation path would be different for different news
pieces. Therefore, we can transform all the propagation paths with the fixed lengths n, denoted
as S.ai / D< u1; � � � ;un >. If there are more than n tuples inP.ai /, then P.ai /will be truncated
and only the first n tuples appear in S.ai /; if P.ai / contains less than n tuples, then tuples are
over-sampled from P.ai / to ensure the final length of S.ai / is n.

Learning Path Representations
To learn the representation, both RNNs and CNNs are utilized to preserve the global and local
temporal information [80]. We have introduced how to use RNN to learn temporal represen-
tation in Section 3.3.3; a similar technique can be used here. As shown in Figure 4.3, we can
obtain the representation ht at each timestamp t , and the overall representation using RNN can
be computed as the mean pooling of all output vectors < h1; � � � ;hn > for all timestamps, i.e.,
sR D

1
n

Pn
tD1 ht , which encodes the global variation of user characteristics.

To encode the local temporal feature of user characteristics, we first construct the local
propagation path Ut WtCh�1 D< ut ; � � � ;utCh�1 > for each timestamp t , with a moving window
h out of S.ai /. Then we apply CNN with a convolution filter on Ut WtCh�1 to get a scalar feature
ct :

ct D ReLU.Wf Ut WtCh�1 C bf /; (4.7)

where ReLU is the dense layer with rectified linear unit activation function and bf is a bias term.
To map the ct to a latent vector, we can utilize a convolution filter to transform ct to a k dimen-
sion vector ft . So, we can obtain a feature vectors for all the timestamps < f1; � � � ; fn�hC1 >,
from which we can apply mean pooling operation and get the overall representations sC D
1
n

Pn�hC1
tD1 ft that encodes the local representations of user characteristics.

Predicting Fake News
After we learn the representations from propagation paths through both the RNN-based and
CNN-based techniques, we can concatenate them into a single vector as follows:

a D ŒsR; sC � (4.8)

and then a is fed into a multi-layer (q layer) feed-forward neural network that finally to predict
the class label for the corresponding propagation path as follows:

Ij D ReLU.Wj Ij �1 C bj /;8j 2 Œ1; � � � ; q�

y D softmax.Iq/;
(4.9)

where q is the number of hidden layers, Ij is the hidden states of the jth layer, and y is the output
over the set of all possible labels of news pieces.
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4.2 WEAKLY SUPERVISEDFAKENEWSDETECTION
Weakly supervised fake news detection aims to predict fake news with limited or no supervision
labels. We introduce some representative methods for semi-supervised and unsupervised fake
news detection.

4.2.1 A TENSORDECOMPOSITION SEMI-SUPERVISEDAPPROACH
In the scenario of semi-supervised fake news detection, assuming the labels of a limited number
of news pieces are given, we aim to predict the labels of unknown news articles. Formally, we
denote the corpus of fake news A D fa1; a2; � � � ; aN g where each document ai can be repre-
sented as a vector of term in a dictionary, † with size of d D j†j. Assuming that the labels of
some news articles are available, and let y 2 f�1; 0; 1g denote the vector containing the partially
known labels, such that entries of 1 represent real news, �1 represents fake news, and 0 denotes
an unknown label. The problem is that, given a collection of news articles a and a label y with
entries for labeled real/fake news and unknown articles, the goal is to predict the class labels of
the unknown articles.

The framework for semi-supervised fake news detection mainly consists of two stages (see
Figure 4.4): (1) tensor decomposition; (2) building k-Nearest-Neighbor (KNN) news graph; and
(3) belief propagation. The tensor decomposition is to learn news representation from news con-
tents; the KNN graph is built to link labeled and unlabeled news pieces; and belief propagation
can utilize graph structure modeling to predict the labels of unknown news pieces.
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Figure 4.4: The tensor decomposition framework for semi-supervised fake news detection.

Building KNNGraph of News Articles
Spatial relations among words represent the affinities of them in a news document. To incorpo-
rate spatial relations, a news document ai can be represented as a tensor X 2 RN �d�d . We then
decompose the three mode tensorX 2 RN �d�d into three matrix using the CP/PARAFAC de-
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composition as in Equation (2.2) in Section 2.1.2. Then we can obtain the news representation
matrix F.

The tensor embedding we computed in last step provides a compact and discriminative
representation of news articles into a concise set of latent topics. Using this embedding, we
construct a graphical representation of news articles. Specifically, we can used the resultant news
representation matrix F 2 RN �d to build a KNN graph G among labeled and unlabeled news
pieces. Each node in G represents a news article and each edge encodes that two articles are
similar in the embedding space. A KNN graph is a graph where a node ai and aj are connected
by an edge is one of them belongs to the KNN list of the other. The KNN of a data point is
defined using the closeness relation in the feature space with a distance metric such as Euclidean
l2 distance as follows. In practice, the parameter K is empirically decided:

d.Fi ;Fj / D kFi � Fj k2: (4.10)

The resultant graph G is an undirected, symmetric graph where each node is connected to at
least k nodes. The graph can be compactly represented as an N �N adjacency matrix O.

Belief Propagation
Belief propagation is to propagate the label information of labeled news pieces to unlabeled ones
in the KNN graph G. The basic assumption is that news articles that are connected in G are
more likely to be of the same labels due to the construction method of the tensor embeddings.
To this end, a fast and linearized fast belief propagation (FaBP) [73] can be utilized due to the
efficiency and effectiveness in large graphs. The operative intuition behind FaBP and other such
guilt-by-association methods is that nodes which are “close” are likely to have similar labels or
belief values. The FaBP solves the following linear problem:

ŒIC ˛D � c0O�bh D �h; (4.11)

where �h and bh denote the prior and final beliefs (labels). O is the adjacency matrix of the KNN
graph, I is an identity matrix, and D is a diagonal matrix where Dii D

P
j Oij and Dij D 0 for

i ¤ j .

4.2.2 A TENSORDECOMPOSITIONUNSUPERVISEDAPPROACH
The news content is suggested to contain crucial information to differentiate fake from real
news [53]. Section 2.1.1 introduced linguistic textual feature extraction for fake news detection.
These features such as n-gram, and tf-idf (term frequency-inverse document frequency) can
capture the correlations and similarities between different news contents. However, they ignore
the context of a news document such as spatial vicinity of each word. To this end, we model the
corpus as a third-order tensor, which can simultaneously leverage the article and term relations,
as well as the spatial/contextual relations between the terms. The advantage is that by exploiting
both aspects of the corpus, in particular the spatial relations between the words, the learned
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news representation can be a determining factor for identifying groups of articles that fall under
different types of fake news.

Given the corpus of news piecesA D fa1; a2; � � � ; aN gwhere each document ai is a vector
of term in a dictionary, † with size of d D j†j. The problem is clustering the news documents
based on their terms into different categories such as fake and real.

The framework for unsupervised fake news detection consists of two stages (see Fig-
ure 4.5). First, we explain how to extract spatial relations between terms through tensor de-
composition; then, we discus the co-clustering to decompose relevant documents.
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Figure 4.5: A tensor decomposition framework for unsupervised fake news detection. It consists
of two stages: tensor decomposition for spatial relation extraction and co-clustering decompo-
sition ensembles. Based on [53].

Tensor Ensemble Co-Clustering
We first build a tensor X 2 RN �d�d for each news a. We then decompose the tensor X into
three matrix using the CP/PARAFAC decomposition as in Equation (2.2) in Section 2.1.2, and
we obtain the news representation matrix F. After learning the news representation through
spatial relation extraction process, the next step is to cluster the news pieces based on their
cluster membership among a set of different tensor decompositions. Intuitively, the clustering
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seeks to find a subset of news articles that frequently cluster together in different configurations
of the tensor decomposition of the previous step. The intuition is that news articles that tend
to frequently appear surrounded each other among different rank configurations, while having
the same ranking within their latent factors are more likely to ultimately belong to the same
category. The ranking of a news article with respect to a latent factor is derived by simply sorting
the coefficients of each latent factor, corresponding to the clustering membership of a news
article to a latent factor.

To this end, we can combine the clustering results of each individual tensor decomposition
into a collective (news-article by latent-factor) matrix, from which we are going to extract co-
clusters of news articles and the corresponding latent factors (coming from the ensemble of
decompositions). For example, as shown in Figure 4.5, we can perform the tensor decomposition
three times with different rank 3, 4, and 5, and then construct a collect feature matrix F0. The
co-clustering objective with l1 norm regularization for a combine matrix [103] F0 is shown as
follows:

min



F0
�RQT




2

F
C �.kRk1 C kQk1/; (4.12)

where R 2 RN �k is the representation matrix of news articles, and Q 2 RM �k is the coding
matrix, and the term �.kRk1 C kQk1/ is to enforce the sparse constraints.

4.2.3 A PROBABILISTICGENERATIVEUNSUPERVISEDAPPROACH
Existing work on fake news detection is mostly based on supervised methods. Although they
have shown some promising results, these supervised methods suffer from a critical limitation,
i.e., they require a reliably pre-annotated dataset to train a classification model. However, ob-
taining a large number of annotations is time consuming and labor intensive, as the process
needs careful checking of news contents as well as other additional evidence such as authorita-
tive reports.

The key idea is to extract users’ opinions on the news by exploiting the auxiliary infor-
mation of the users’ engagements with the news tweets on social media, and aggregate their
opinions in a well-designed unsupervised way to generate our estimation results [174]. As news
propagates, users engage with different types of behaviors on social media, such as publishing a
news tweet, liking, forwarding, or replying to a news tweet. This information can, on a certain
level, reflect the users opinions on the news. For example, Figure 4.6 shows two news tweet
examples regarding the aforementioned news. According to the users’ tweet contexts, we see
that the user in Figure 4.6a disagreed with the authenticity of the news, which may indicate the
user’s high credibility in identifying fake news. On the other hand, it appears that the user in
Figure4.6b falsely believed the news or intentionally spread the fake news, implying the user’s
deficiency in the ability to identify fake news. Besides, as for other users who engaged in the
tweets, it is likely that the users who liked/retweeted the first tweet also doubted the news,
while those who liked/retweeted the second tweet may also be deceived by the news. The users’
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(b) Agreeing to the authenticity of the news

(a) Doubting the authenticity of the news

Figure 4.6: The illustration of user opinions to news pieces. Based on [174].

opinions toward the news can also be revealed from their replies to the news tweets. Next, we
introduce the scenario of the hierarchical structure of user engagements, and then describe how
to use a probabilistic graph model to infer fake news.

Hierarchical User Engagements Figure 4.7 presents an overview of the hierarchical structure
of user engagements on social media. Let A D fa1; � � � ; aN g denote a set of news corpus, and
UM and UK represent the sets of verified and unverified users , respectively. For each given news
ai 2 A , we collect all the verified users’ tweets on this news. Let UM

i 2 UM denote the set of
verified users who published tweets for the news ai . Then, for the tweet of each verified user
uj 2 UMi , we collect the unverified users’ social engagements. Let UK

ij 2 UK denote the set of
unverified users who engaged in the tweet.

News

Verified User

Unverified User

y yi yN

zi, zi,j zi,M

ri,j, ri,j,k ri,j,K

… …

… …

Figure 4.7: An illustration of hierarchical user engagements.
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For each verified user uj 2 UM
i , we let zi;j 2 f0; 1g denote the user’s opinion on the news,

i.e., zi;j is 1 if the user thinks the news is real, and 0 otherwise. Several heuristics can be applied
to extract zi;j . Let ai and ci;j denote the news content and the user uj ’s own text content of the
tweet, respectively. Then, zi;j can be defined as the sentiment of ci;j .

For verified user uj ’s tweet on news ai , many unverified users may like, retweet, or reply
to the tweet. Let ri;j;k 2 f0; 1g denote the opinion of the unverified user uk 2 UK

ij . We assume
that if the user uk liked or retweeted the tweet, then it implies that uk agreed to the opinion of
the tweet. If the user uk replied to the tweet, then its opinion can be extracted by employing off-
the-shelf sentiment analysis [55]. When an unverified user may conduct multiple engagements
in a tweet, the user’s opinion ri;j;k is obtained using majority voting.

ProbabilisticGraphicModel for Inferring FakeNews Given the definitions of ai , zi;j , and
ri;j;k , we now present the unsupervised fake news detection framework (UFD). Figure 4.8 shows
the probabilistic graphical structure of the model. Each node in the graph represents a random
variable or a prior parameter, where darker nodes and white nodes indicate observed or latent
variables, respectively.
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Figure 4.8: A probabilistic graphic model for unsupervised fake news detection. The circles with
gray colors denote observed random variables, the circles without white color are non-observed
random variables, arrows mean the conditional dependencies, and rectangles illustrate the du-
plication frequencies.

Each news ai , yi is generated from a Bernoulli distribution with parameter �i :

yi � Bernoulli.�i /: (4.13)

The prior probability of �i is generated from a Beta distribution with hyper parameter 
 D
.
1; 
0/ as �i � Beta.
1; 
0/, where 
1 is the prior number of true news pieces and 
0 is the
prior number of fake news pieces. If we do not have a strong belief in practice, we can initially
assign a uniform prior indicating that each news piece has an equal probability of being true or
fake.
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For verified user uj , its credibility toward news is modeled with two variables �1
j and �0

j ,
denoting the probability that user uj thinks a news piece is real giving the true estimation of the
news is true or fake, defined as follows:

�1
j WD p.zi;j D 1jyi D 1/

�0
j WD p.zi;j D 1jyi D 0/:

(4.14)

We generate the parameters �1
j from Beta distributions with hyper parameters ˛1 D .˛1

1 ; ˛
1
0/,

where ˛1
1 is the prior true positive count, and ˛1

0 denotes the false negative count. Similarly, we
can generate �0

j from another Beta distribution with hyper parameters ˛0 D .˛0
1 ; ˛

0
0/:

�1
j � Beta

�
˛1

1 ; ˛
1
0

�
�0

j � Beta
�
˛0

1 ; ˛
0
0

�
:

(4.15)

Given �1
j and �0

j , the opinion of each verified user uj for news i is generated from a Bernoulli
distribution with parameter �xi

j , yi;j � Bernoulli.�xi

j /.
For unverified user, he/she engages in the verified users’ tweets, and thus the opinion is

likely to be influenced by the news itself and the verified users’ opinions. Therefore, for each
unverified user uk 2 UK , the following variables are adopted to model the credibility:

 
0;0
k
WD p.ri;j;k D 1jxi D 0; zi;j D 0/

 
0;1
k
WD p.ri;j;k D 1jxi D 0; zi;j D 1/

 
1;0
k
WD p.ri;j;k D 1jxi D 1; zi;j D 0/

 
1;1
k
WD p.ri;j;k D 1jxi D 1; zi;j D 1/

(4.16)

and for each pair of .u; v/ 2 f0; 1g2,  u;v
k

represents the probability that the unverified user uk

thinks the news is true under the condition that the true labels of the news is u and the verified
user’ opinion is v. For each  u;v

k
, it is generated from the Beta distribution as follows:
�

u;v
k
� Beta

�
ˇ

u;v
1 ; ˇ

u;v
0

�
: (4.17)

Given the truth estimation of news yi , and the verified user’ opinions zi;j , we generate the
unverified user’s opinion from a Bernoulli distribution with parameter �yi ;zi;j

k
as follows:

ri;j;k D Bernoulli
�
�

yi ;zi;j

k

�
: (4.18)

The overall objective is to find instances of the latent variables that maximize the joint probability
estimation of y as follows:

Oy D argmaxy

•
p.y; z; r;�;�; /d�d�d ; (4.19)

where for simplicity of notations, we use� and to denote f�0; �1g and f 0;0;  0;1;  1;0;  1;1g,
respectively. However, the exact inference on the posterior distribution may result in exponential
complexity; we propose using Gibbs sampling to effectively inference the variable estimations.
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4.3 EXPLAINABLE FAKENEWSDETECTION
In recent years, computational detection of fake news has been producing some promising early
results. However, there is a critical missing piece of the study, the explainability of such detection,
i.e., why a particular piece of news is detected as fake. Here, we introduce two representative
approaches based on web articles and user comments.

4.3.1 AWEBEVIDENCE-AWAREAPPROACH
Web evidence is important to provide additional auxiliary information to predict the credibility
of online misinformation and fake news. Existing methods for fake news detection focus on ex-
ploring effective features from different sources such as the news content or social media signals
to improve fake news detection performance. However, these approaches also do not offer any
explanation of their verdicts. In the real world, external evidence or counter-evidence from the
Web can serve as a base to mine user-unrepeatable explanations.

Given a set of n news claims A D fa1; � � � ; aN g with their corresponding sources P D
fp1; � � � ; pN g, and each news claim ai is reported by a set of L articles Wi D fei;1; � � � ; ei;Lg,
where i 2 Œ1; N �, from sources WP i D fepi;1; � � � ; epi;Lg. Each tuple .ai ; pi ; eij; epij/ forms a
training instance. The goal is to predict the label for each news claim as fake or real, with user-
comprehensible explanations for the prediction results (see Figure 4.9).

False

True

√

�

Textual

Claim
DeClarE*

Evidence

World Wide

Web

Figure 4.9: The illustration of fake news detection with evidence-aware explanations.

The framework DeClarE[110] (see Figure 4.10), debunking claims with interpretable ev-
idence, mainly consists of the following components: (1) learning Claims and Article Represen-
tations; (2) claim Specific Attention; and (3) claim Credibility Prediction.
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Figure 4.10: The framework of fake news detection with evidence-aware explanations. Based
on [110].

Learning Claims and Article Representations
The claim ai of length l is represented as Œw1;w2; � � � ;wl � where wl is the word embedding
vectors for the l-th word. The source of the claim and articles are represented by embed-
ding vectors with the same dimensions. A report article from the Web ei;j is represented by
Œwi;j;1;wi;j;2; � � � ;wi;j;k�, where wi;j;k is the word embedding vector of the k-th word in the
article. To obtain the representation of an article eij , we can use the bidirectional LSTM net-
works, as we introduced in Section 2.1.3, to learn the neural textual representations. Specifically,
given an input word embedding of tokenwk , an LSTM cell performs nonlinear transformations
to generate a hidden state hk for timestamp k, and the last hidden state can be regard as the
representation. Since bidirectional LSTM is adopted, so the final out representation is the con-
catenation of the output of forward LSTM and backward LSTM, i.e., h D Œ�!h ; �h �.

Claim-Specific Attention
To consider the relevance of an article with respect to the claim, we can use attention mechanism
to help the model focus on salient words in the article. By adding attention mechanism, it also
helps make the model transparent and interpretable. First, the overall representation of the input
claim is generated by taking the average of the word embeddings of all words:

Na D 1

l

X
l

wl (4.20)
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and then the overall representation of this claim a is concatenated with each article as follows:

Oak D ek ˚ Na (4.21)

the claim-specific representation of each article is transformed through a fully connected layer:

a0
k D f .Wa Oak C ba/; (4.22)

where Wa and ba are the corresponding weight matrix and bias terms, and f is the activation
function. Following this step, a softmax activation can be used to calculate an attention score ˛k

for each word in the article capturing the relevance to the claim context:

˛k D
exp.a0

k
/P

k exp.a0
k
/
: (4.23)

Now that we have the article representation< hk >, and their relevance to the claim given
by < ˛k >, we can combine then to further predict the news claims’ credibility. The weighted
average of the hidden state representations for all articles can be calculated as follows:

r D 1

k

X
k

˛k � hk : (4.24)

At last, the article representation r is combined with the claim source embedding (ep) and article
source embedding (p) simultaneously through a fully connected layer,

l D relu.Wc.r˚ ep˚ p/C bc/: (4.25)

ClaimCredibility Prediction
The credibility score for each article y is predicted by taking the aforementioned representation
into a softmax layer:

e D softmax.l/: (4.26)

Therefore, once we have the per-article credibility scores, we can take the average of these scores
to generate the overall credibility score for the news claim:

y D
1

L

X
j

ej : (4.27)

4.3.2 A SOCIALCONTEXT-AWAREAPPROACH
One way is to derive explanation from the perspectives of news contents and user comments
(see Figure 4.11) [132]. First, news contents may contain information that is verifiably false. For
example, journalists manually check the claims in news articles on fact-checking websites such
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as PolitiFact,1 which is usually labor intensive and time consuming. Researchers also attempt
to use external sources to fact-check the claims in news articles to decide and explain whether
a news piece is fake or not [29], which may not be able to check newly emerging events (that
has not been fact-checked). Second, user comments have rich information from the crowd on
social media, including opinions, stances, and sentiment, that are useful to detect fake news.
For example, researchers propose to use social features to select important comments to predict
fake news pieces [48]. Moreover, news contents and user comments inherently are related each
other and can provide important cues to explain why a given news article is fake or not. For
example, in Figure 4.11, we can see users discuss different aspects of the news in comments such
as “St. Nicholas was white? Really??Lol,” which directly responds to the claims in the
news content “The Holy Book always said Santa Claus was white.”

Figure 4.11: A piece of fake news on PolitiFact, and the user comments on social media. Some
explainable comments are directly related to the sentences in news contents.

Let a be a news article, consisting of L sentences fsigLiD1. Each sentence si D

fwi
1; � � � ; w

i
Mi
g contains Mi words. Let C D fc1; c2; :::; cT g be a set of T comments related to

the news a, where each comment cj D fwj
1 ; � � � ; w

j
Qj
g contains Qj words. Similar to previous

research [59, 136], we treat fake news detection problem as the binary classification problem,
i.e., each news article can be true (y D 1) or fake (y D 0). At the same time, we aim to learn
a rank list RS from all sentences in fsigLiD1 , and a rank list RC from all comments in fcj gTj D1,
according to the degree of explainability, where RSk (RCk) denotes the kth most explainable sen-
tence (comment). The explainability of sentences in news contents represent the degree of how
check-worthy they are, while the explainability of comments denote the degree of how much
users believe if news is fake or real, closely related to the major claims in news.

1https://www.politifact.com/

https://www.politifact.com/
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We present the details of the framework for explainability fake news detection, named

as dEFEND (neural Explainable FakE News Detection). It consists of four major components
(see Figure 4.12): (1) a news content encoder (including word encoder and sentence encoder)
component; (2) a user comment encoder component; (3) a sentence-comment co-attention com-
ponent; and (4) a fake news prediction component.
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Figure 4.12: The framework dEFEND consists of four components: (1) a news content (in-
cluding word-level and sentence-level) encoder; (2) a user comment encoder; (3) a sentence-
comment co-attention component; and (4) a fake news prediction component. Based on [132].

First, the news content encoder component describes the modeling from the news lin-
guistic features to latent feature space through a hierarchical word- and sentence-level encod-
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ing; next, the user comment encoder component illustrates the comment latent feature extrac-
tion through word-level attention networks; then, the sentence-comment co-attention compo-
nent models the mutual influences between the news sentences and user comments for learning
feature representations, and the explainability degree of sentences and comments are learned
through the attention weights within co-attention learning; finally, the fake news prediction
component shows the process of concatenating news content and user comment features for
fake news classification.

News Contents Encoding As fake news pieces are intentionally created to spread inaccurate
information rather than to report objective claims, they often have opinionated and sensational
language styles, which have the potential to help detect fake news. In addition, a news document
contains linguistic cues with different levels such as word-level and sentence-level, which provide
different degrees of importance for the explainability of why the news is fake. For example,
in a fake news claim “Pence: Michelle Obama is the most vulgar first lady we've
ever had,” the word “vulgar” contributes more signals to decide whether the news claim is
fake rather than other words in the sentence.

Recently, researchers find that hierarchical attention neural networks [177] are very prac-
tical and useful to learn document representations [24] with highlighting important words or
sentences for classification. It adopts a hierarchical neural network to model word-level and
sentence-level representations through self-attention mechanisms. Inspired by [24], we learn
the news content representations through a hierarchical structure. Specifically, we first learn the
sentence vectors by using the word encoder with attention and then learn the sentence repre-
sentations through sentence encoder component.

Word Encoder We learn the sentence representation via a RNN based word encoder. Al-
though in theory, RNN is able to capture long-term dependency, in practice, the old mem-
ory will fade away as the sequence becomes longer. To making it easier for RNNs to capture
long-term dependencies, GRU [27] are designed in a manner to have more persistent memory.
Similar to [177], we adopt GRU to encode the word sequence.

To further capture the contextual information of annotations, we use bidirectional
GRU [8] to model word sequences from both directions of words. The bidirectional GRU con-
tains the forward GRU�!f which reads sentence si from wordwi1 towiMi

and a backward GRU
 �
f which reads sentence si from word wiMi

to wi1:

�!hit D
���!
GRU.wit/; t 2 f1; : : : ;Mig

 �hit D
 ���
GRU.wit/; t 2 fMi ; : : : ; 1g:

(4.28)

We then obtain an annotation of word wit by concatenating the forward hidden state �!hit and
backward hidden state �hit, i.e., hit D Œ

�!hit;
 �hit�, which contains the information of the whole sen-

tence centered around wit.
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Note that not all words contribute equally to the representation of the sentence meaning.

Therefore, we introduce an attention mechanism to learn the weights to measure the importance
of each word, and the sentence vector vi 2 R2d�1 is computed as follows:

vi D

MiX
tD1

˛ithit; (4.29)

where ˛it measures the importance of t th word for the sentence si , and ˛it is calculated as follows:

oit D tanh.Wwhit C bw/

˛it D
exp.oitoT

w/PMi

kD1
exp.oikoT

w/
;

(4.30)

where oit is a hidden representation of hit obtained by feeding the hidden state hit to a fully
embedding layer, and ow is the weight parameter that represents the world-level context vector.

Sentence Encoder Similar to word encoder, we utilize RNNs with GRU units to encode
each sentence in news articles. Through the sentence encoder, we can capture the context infor-
mation in the sentence-level to learn the sentence representations hi from the learned sentence
vector vi . Specifically, we can use the bidirectional GRU to encode the sentences as follows:

�!hi D
���!
GRU.vi /; i 2 f1; : : : ; Lg

 �hi D
 ���
GRU.vi /; i 2 fL; : : : ; 1g:

(4.31)

We then obtain an annotation of sentence si 2 R2d�1 by concatenating the forward hidden state
�!hi and backward hidden state �hi , i.e., si D Œ

�!hi ;
 �hi �, which captures the context from neighbor

sentences around sentence si .

User Comments Encoding People express their emotions or opinions toward fake news
through social media posts such as comments, such as skeptical opinions, sensational reactions,
etc. These textual information has been shown to be related to the content of original news
pieces. Thus, comments may contain useful semantic information that has the potential to help
fake news detection. Next, we demonstrate how to encode the comments to learn the latent rep-
resentations. The comments extracted from social media are usually short text, so we use RNNs
to encode the word sequence in comments directly to learn the latent representations of com-
ments. Similar to the word encoder, we adopt bidirectional GRU to model the word sequences
in comments. Specifically, given a comment cj with words wjt; t 2 f1; � � � ;Qj g, we first map
each word wjt into the word vector wjt 2 Rd with an embedding matrix. Then, we can obtain
the feed forward hidden states �!hjt and backward hidden states �hjt as follows:

�!hjt D
���!
GRU.wjt/; t 2 f1; : : : ;Qj g

 �hjt D
 ���
GRU.wjt/; t 2 fQj ; : : : ; 1g:

(4.32)
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We further obtain the annotation of word wjt by concatenating �!hjt and  �hjt, i.e., hjt D Œ
�!hjt;
 �hjt�.

We also introduce the attention mechanism to learn the weights to measure the importance of
each word, and the comment vector cj 2 R2d is computed as follows:

cj D

QjX
tD1

ˇjthjt; (4.33)

where ˇjt measures the importance of t th word for the comment cj , and ˇjt is calculated as
follows,

ojt D tanh.Wchjt C bc/

ˇjt D
exp.ojtoT

c/PQj

kD1
exp.oj

k
oT

c/
;

(4.34)

where ojt is a hidden representation of hjt obtained by feeding the hidden state hjt to a fully
embedding layer, and uc is the weight parameter.

Sentence-Comment Co-attention We observe that not all sentences in news contents
are fake, and in fact, many sentences are true but only for supporting wrong claim sen-
tences [40]. Thus, news sentences may not be equally important in determining and explain-
ing whether a piece of news is fake or not. For example, the sentence “Michelle Obama is so
vulgar she's not only being vocal..” is strongly related to themajor fake claim “Pence:
Michelle Obama Is The Most Vulgar First Lady We've Ever Had,” while “The First
Lady denounced the Republican presidential nominee” is a sentence that expresses
some fact and is less helpful in detecting and explaining whether the news is fake.

Similarly, user comments may contain relevant information about the important aspects
that explain why a piece of news is fake, while theymay also be less informative and noisy. For ex-
ample, a comment “Where did Pence say this? I saw him on CBS this morning and
he didn't say these things..” is more explainable and useful to detect the fake news, than
other comments such as “Pence is absolutely right.”

Thus, we aim to select some news sentences and user comments that can explain why a
piece of news is fake. As they provide a good explanation, they should also be helpful in detecting
fake news. This suggests us to design attention mechanisms to give high weights of representa-
tions of news sentences and comments that are beneficial to fake news detection. Specifically,
we use sentence-comment co-attention because it can capture the semantic affinity of sentences
and comments and further help learn the attention weights of sentences and comments simul-
taneously.

We can construct the feature matrix of news sentences S D Œs1I � � � ; sL� 2 R2d�L and the
feature map of user comments C D fc1; � � � ; cT g 2 R2d�T , the co-attention attends to the sen-
tences and comments simultaneously. Similar to [83, 172], we first compute the affinity matrix
F 2 RT �L as follows:

F D tanh.CTWlS/; (4.35)
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where Wl 2 R2d�2d is a weight matrix to be learned through the networks. Following the op-
timization strategy in [83], we can consider the affinity matrix as a feature and learn to predict
sentence and comment attention maps as follows:

Hs
D tanh .WsSC .WcC/F/

Hc
D tanh

�
WcCC .WsS/FT�

;
(4.36)

where Ws;Wc 2 Rk�2d are the weight parameters. The attention weights of sentences and com-
ments are calculated as follows:

as
D softmax

�
wT

hsHs
�

ac
D softmax

�
wT

hcHc
�
;

(4.37)

where as 2 R1�N and ac 2 R1�T are the attention probabilities of each sentence si and comment
cj , respectively. whs;whc 2 R1�k are the weight parameters. The affinity matrix F transforms
user comment attention space to news sentence attention space, and vice versa for FT. Based on
the above attention weights, the comment and sentence attention vectors are calculated as the
weighted sum of the comment features and sentence features, i.e.,

Os D
LX

iD1

as
i si ; Oc D

TX
j D1

ac
j cj ; (4.38)

where Os 2 R1�2d and Oc 2 R1�2d are the learned features for news sentences and user comments
through co-attention.

Explainable Detection of Fake News We have introduced how we can encode news con-
tents by modeling the hierarchical structure from word level and sentence level, how we encode
comments by word-level attention networks, and the component to model co-attention to learn
sentences and comments representations. We further integrate these components together and
predict fake news with the following objective:

Oy D softmax.ŒOs; Oc�Wf C bf /; (4.39)

where Oy D ŒOy0; Oy1� is the predicted probability vector with Oy0 and Oy1 indicate the predicted prob-
ability of label being 0 (real news) and 1 (fake news) respectively. y 2 f0; 1g denotes the ground
truth label of news. ŒOs; Oc� means the concatenation of learned features for news sentences and
user comments. bf 2 R1�2 is the bias term. Thus, for each news piece, the goal is to minimize
the cross-entropy loss function as follows:

L.�/ D �y log.Oy1/ � .1 � y/ log.1 � Oy0/; (4.40)

where � denotes the parameters of the network.
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A P P E N D I X A

Data Repository
The first and most important step to detect fake news is to collect a benchmark dataset. Despite
several existing computational solutions on the detection of fake news, the lack of comprehensive
and community-driven fake news datasets has become one ofmajor roadblocks. In this appendix,
we introduce a multi-dimensional data repository FakeNewsNet,1 which contains two datasets
with news content, social context, and spatiotemporal information [134]. For related datasets on
fake news, rumors, etc., the readers can refer to several other survey papers such as [128, 183].

The constructed FakeNewsNet repository has the potential to boost the study of various
open research problems related to fake news study. First, the rich set of features in the datasets
provides an opportunity to experiment with different approaches for fake new detection, un-
derstand the diffusion of fake news in social network and intervene in it. Second, the temporal
information enables the study of early fake news detection by generating synthetic user engage-
ments from historical temporal user engagement patterns in the dataset [112]. Third, we can
investigate the fake news diffusion process by identifying provenances, persuaders, and devel-
oping better fake news intervention strategies [131]. Our data repository can serve as a starting
point for many exploratory studies for fake news, and provide a better, shared insight into dis-
information tactics. This data repository is continuously updated with new sources and features.
For a better comparison of the differences, we list existing popular fake news detection datasets
below and compare them with the FakeNewsNet repository in Table A.1.

• BuzzFeedNews:2 This dataset comprises a complete sample of news published in Facebook
from nine news agencies over a week close to the 2016 U.S. election from September
19–23 and September 26 and 27. Every post and the linked article were fact-checked
claim-by-claim by five BuzzFeed journalists. It contains 1,627 articles, 826 mainstream,
356 left-wing, and 545 right-wing articles.

• LIAR:3 This dataset [163] is collected from fact-checking website PolitiFact. It has 12,800
human-labeled short statements collected from PolitiFact and the statements are labeled
into six categories ranging from completely false to completely true as pants on fire, false,
barely-true, half-true, mostly true, and true.

1https://github.com/KaiDMML/FakeNewsNet
2https://github.com/BuzzFeedNews/2016-10-facebook-fact-check/tree/master/data
3https://www.cs.ucsb.edu/~william/software.html

https://github.com/KaiDMML/FakeNewsNet
https://github.com/BuzzFeedNews/2016-10-facebook-fact-check/tree/master/data
https://www.cs.ucsb.edu/~william/software.html
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• BSDetector:4 This dataset is collected from a browser extension called BS detector devel-
oped for checking news veracity. It searches all links on a given web page for references to
unreliable sources by checking against a manually compiled list of domains. The labels are
the outputs of the BS detector, rather than human annotators.

• CREDBANK:5 This is a large-scale crowd-sourced dataset [91] of around 60 million
tweets that cover 96 days starting from October 2015. The tweets are related to over
1,000 news events. Each event is assessed for credibilities by 30 annotators from Ama-
zon Mechanical Turk.

• BuzzFace:6 This dataset [120] is collected by extending the BuzzFeed dataset with com-
ments related to news articles on Facebook. The dataset contains 2263 news articles and
1.6 million comments discussing news content.

• FacebookHoax:7 This dataset [147] comprises information related to posts from the Face-
book pages related to scientific news (non-hoax) and conspiracy pages (hoax) collected
using Facebook Graph API. The dataset contains 15,500 posts from 32 pages (14 con-
spiracy and 18 scientific) with more than 2,300,000 likes.

• NELA-GT-2018:8 This dataset collects articles between February 2018 through Novem-
ber 2018 from 194 news and media outlets including mainstream, hyper-partisan, and
conspiracy sources, resulting in 713 k articles. The ground truth labels are integrated from
eight independent assessments.

From Table A.1, we observe that no existing public dataset can provide all possible fea-
tures of news content, social context, and spatiotemporal information. Existing datasets have
some limitations that we try to address in our data repository. For example, BuzzFeedNews
only contains headlines and text for each news piece and covers news articles from very few
news agencies. LIAR dataset contains mostly short statements instead of entire news articles
with the meta attributes. BS Detector data is collected and annotated by using a developed
news veracity checking tool, rather than using human expert annotators. CREDBANK dataset
was originally collected for evaluating tweet credibilities and the tweets in the dataset are not
related to the fake news articles and hence cannot be effectively used for fake news detection.
BuzzFace dataset has basic news contents and social context information but it does not cap-
ture the temporal information. The FacebookHoax dataset consists very few instances about the
conspiracy theories and scientific news.

To address the disadvantages of existing fake news detection datasets, the proposed Fak-
eNewsNet repository collects multi-dimension information from news content, social context,

4https://github.com/bs-detector/bs-detector
5http://compsocial.github.io/CREDBANK-data/
6https://github.com/gsantia/BuzzFace
7https://github.com/gabll/some-like-it-hoax
8https://dataverse.harvard.edu/dataset.xhtml?persistentId=doi:10.7910/DVN/ULHLCB

https://github.com/bs-detector/bs-detector
http://compsocial.github.io/CREDBANK-data/
https://github.com/gsantia/BuzzFace
https://github.com/gabll/some-like-it-hoax
https://dataverse.harvard.edu/dataset.xhtml?persistentId=doi:10.7910/DVN/ULHLCB
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Table A.1: The comparison with representative fake news detection datasets

Datasets
News Content Social Context Spatiotemporal

Linguistic Visual User Post Response Network Spatial Temporal

BuzzFeedNews ü

ü

ü

ü

LIAR ü

BS Detector ü

CREDBANK ü ü ü ü

BuzzFace ü ü ü

FacebookHoax ü ü ü ü

NELA-GT-2018 ü

FakeNewsNet ü ü ü ü ü ü ü

and spatiotemporal information from different types of news domains such as political and en-
tertainment sources.

Data Integration In this part, we introduce the dataset integration process for the FakeNews-
Net repository. We demonstrate in Figure A.1 how we can collect news contents with reliable
ground truth labels, and how we obtain additional social context and spatialtemporal informa-
tion.

News Content: to collect reliable ground truth labels for fake news, we utilize fact-
checking websites to obtain news contents for fake news and true news such as PolitiFact9 and
GossipCop.10

In PolitiFact, journalists and domain experts review the political news and provide fact-
checking evaluation results to claim news articles as fake11 or real.12 We utilize these claims as
ground truths for fake and real news pieces. In PolitiFact’s fact-checking evaluation result, the
source URLs of the web page that published the news articles are provided, which can be used
to fetch the news contents related to the news articles. In some cases, the web pages of source
news articles are removed and are no longer available. To tackle this problem, we (i) check if the
removed page was archived and automatically retrieve content at the Wayback Machine;13 and
(ii) make use of Google web search in automated fashion to identify news article that is most
related to the actual news.

9https://www.politifact.com/
10https://www.gossipcop.com/
11Available at https://www.politifact.com/subjects/fake-news/.
12Available at https://www.politifact.com/truth-o-meter/rulings/true/.
13https://archive.org/web/

https://www.politifact.com/
https://www.gossipcop.com/
https://www.politifact.com/subjects/fake-news/
https://www.politifact.com/truth-o-meter/rulings/true/
https://archive.org/web/
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Figure A.1: The flowchart of data integration process for FakeNewsNet. It mainly describes the
collection of news content, social context and spatiotemporal information.

GossipCop is a website for fact-checking entertainment stories aggregated from various
media outlets. GossipCop provides rating scores on the scale of 0–10 to classify a news story as
the degree from fake to real. In order to collect true entertainment news pieces, we crawl the
news articles from E! Online,14 which is a well-known trusted media website for publishing
entertainment news pieces. We consider all the articles from E! Online as real news sources.
We collect all the news stories from GossipCop with rating scores less than 5 as the fake news
stories. Since GossipCop does not explicitly provide the URL of the source news article, so we
search the news headline in Google or the Wayback Machine archive to obtain the news source
information.

Social Context: the user engagements related to the fake and real news pieces from fact-
checking websites are collected using search API provided by social media platforms such as
the Twitter’s Advanced Search API.15 The search queries for collecting user engagements are
formed from the headlines of news articles, with special characters removed from the search
query to filter out the noise. After we obtain the social media posts that directly spread news
pieces, we further fetch the user response toward these posts such as replies, likes, and reposts.

14https://www.eonline.com/
15https://twitter.com/search-advanced?lang=en

https://www.eonline.com/
https://twitter.com/search-advanced?lang=en
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In addition, when we obtain all the users engaging in news dissemination process, we collect all
the metadata for user profiles, user posts, and the social network information.

Spatiotemporal Information: the spatiotemporal information includes spatial and tem-
poral information. For spatial information, we obtain the locations explicitly provided in user
profiles.The temporal information indicates that we record the timestamps of user engagements,
which can be used to study how fake news pieces propagate on social media, and how the topics
of fake news are changing over time. Since fact-checking websites periodically update newly
coming news articles, so we dynamically collect these newly added news pieces and update the
FakeNewsNet repository as well. In addition, we keep collecting the user engagements for all the
news pieces periodically in the FakeNewsNet repository such as the recent social media posts,
and second order user behaviors such as replies, likes, and retweets. For example, we run the
news content crawler and update Tweet collector per day. The spatiotemporal information pro-
vides useful and comprehensive information for studying fake news problem from a temporal
perspective.
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Tools
In this appendix, we introduce some representative online tools for tracking and detecting fake
news on social media.

Hoaxy Hoaxy1 aims to build a uniform and extensible platform to collect and track misinfor-
mation and fact-checking [125], with visualization techniques to understand themisinformation
propagation on social media.

DataScraping.Themajor components included a tracker for the Twitter API, and a set of
crawlers for both fake news and fact checkingwebsites and databases (see Figure B.1).The system
collects data from two main sources: news websites and social media. From the first group we
can obtain data about the origin and evolution of both fake news stories and their fact checking.
From the second group we collect instances of these news stories (i.e., URLs) that are being
shared online. To collect data from such disparate sources, different technologies are used: web
scraping, web syndication, and, where available, APIs of social networking platforms. To collect
data on news stories they use rich site summary (RSS), which allows a unified protocol instead of
manually adapting our scraper to the multitude of web authoring systems used on the Web. RSS
feeds contain information about updates made to news stories. The data is collected from news
sites using the following two steps: when a new website is added to our list of monitored sources,
a “deep” crawl of its link structure is performed using a custom Python spider written with the
Scrapy framework; at this stage, the URL of the RSS feed is identified if it is available. Once
all existing stories have been acquired, a “light” crawl is performed every two hour by checking
its RSS feed only. To perform the “deep” crawl, we use a depth first strategy. The “light” crawl
is instead performed using a breadth-first approach.

Analysis Dashboard. Hoaxy provides various visualization interfaces to demonstrate the
news spreading process. As shown in Figure B.2, we demonstrate the major functionalities on
the analysis dashboard. On the top, users can search any news articles by providing specific
keywords. On the left side, it demonstrates the temporal trendiness of the user engagements
for the news articles. On the right side, it illustrates the propagation network on Twitter, which
clearly convey the information on who spreads the news tweets from whom. In addition, they
also evaluate the bot score for all users with BotMeter [31].

1https://hoaxy.iuni.iu.edu/

https://hoaxy.iuni.iu.edu/
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Figure B.1: The framework of Hoaxy. Based on [125].

FakeNewsTracker FakeNewsTracker2 is a system for fake news data collection, detection,
and visualization on social media [133]. It mainly consists of the following components (see
Figure B.3): (1) fake news collection; (2) fake news detection; and (3) fake news visualization.

Collecting FakeNewsData. Fake news is widely spread across various online platforms.
We use some of the fact-checking websites like PolitiFact as a source for collecting fake news
information. On these fact-checking sites, fake news information is provided by the trusted
authors and relevant claims are made by the authors on why the mentioned news is not true.
The detailed collection procedure is described in Figure A.1.

Detecting FakeNews. A deep learning model is proposed to learn neural textual features
from news content, and temporal representations from social context simultaneously to predict
fake news. An auto-encoder [67] is used to learn the feature representation of news articles, by
reconstructing the news content, and LSTM is utilized to learn the temporal features of user

2http://blogtrackers.fulton.asu.edu:3000/

http://blogtrackers.fulton.asu.edu:3000/
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Figure B.2: The main dashboard of Hoaxy website.

engagements. Finally, the learned feature representations of news and social engagements are
fused to predict fake news.

Visualization Fake News in Twitter. We have developed a fake news visualization as
shown in Figure B.4 for the developing insights on the collected data through various interfaces.
We demonstrate the temporal trends of the number of tweets spreading fake and real news in a
specific time period, as in Figure B.4a.

In addition, we can explore the social network structure among users in the propagation
network (see Figure B.4b for an example), and further compare the differences between the users
who interact with the fake news and the true news.

For identifying the differences in the news content of the true news and the fake news we
have used word cloud representation of the words for the textual data. We search for fake news
within a time frame and identify the relevant data. In addition, we provide the comparison of
feature significance and model performance as part of this dashboard. Moreover, we could see
how fake news is spread around certain areas using the geo-locations of tweets.
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Figure B.3: The framework of FakeNewsTracker. Based on [133].

dEFEND dEFEND3 is a fake news detection system that are also able to provide explainable
user comments on Twitter. dEFEND (see Figure B.5) mainly consists of two major components:
a web-based user interface and a backend which integrates our fake news detection model.

The web-based interface provides users with explainable fact-checking of news. A user can
input either the tweet URL or the title of the news. A screenshot was shown in Figure B.6. On
typical fact-checking websites, a user just sees the check-worthy score of news (likeGossipCop4)
or each sentence (like ClaimBuster.5) In our approach, the user cannot only see the detection
result (in the right of Figure B.6a), but also can find all the arguments that support the detection
result, including crucial sentences in the article (in the middle of Figure B.6b) and explainable
comments from social media platforms (in the right of Figure B.6b). At last, the user can also
review the results and find related news/claims.

The system also provides exploratory search functions including news propagation net-
work, trending news, top claims and related news. The news propagation network (in the left
of Figure B.6b) is to help readers understand the dynamics of real and fake news sharing, as
fake news are normally dominated by very active users, while real news/fact checking is a more

3http://fooweb-env.qnmbmwmxj3.us-east-2.elasticbeanstalk.com/
4https://www.gossipcop.com/
5https://idir-server2.uta.edu/claimbuster/

http://fooweb-env.qnmbmwmxj3.us-east-2.elasticbeanstalk.com/
https://www.gossipcop.com/
https://idir-server2.uta.edu/claimbuster/
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(a) User interface of trend on news spreading

(b) User interface on news propagation networks

Figure B.4: Demonstration of FakeNewsTracker system.
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Figure B.5: The framework of dEFEND.

grass-roots activity [125]. Trending news, top claims, and related news (in the lower left of
Figure B.6a) can give some query suggestions to users.

The backend consists of multiple components: (1) a database to store the pre-trained re-
sults as well as a crawler to extract unseen news and its comments; (2) the dEFEND algorithm
module based on explainable deep learning fake news detection (details in Section 4.3.2), which
gives the detection result and explanations simultaneously; and (3) an exploratory component
that shows the propagation network of the news, trending and related news.

Exploratory Search. The system also provides users with browsing functions. Consider
a user who doesn’t know what to check specifically. By browsing the trending news, top claims
and news related to the previous search right below the input box, the user can get some ideas
about what he could do. News can be the coverage of an event, such as “Seattle Police Begin
Gun Confiscations: No Laws Broken, No Warrant, No Charges” and claim is the coverage
around what a celebrity said, such as “Actor Brad Pitt: ‘Trump Is Not My President, We Have
No Future With This....”’ Users can search these titles by clicking on them. The news related to
the user’s previous search is recommended. For example, news “Obama’s Health Care Speech
to Congress” is related to the query “It’s Better For Our Budget If Cancer Patients Die More
Quickly.”
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(a) User interface of search: the input box (upper left), query suggestions (lower left),
and intuitive propagation network (right).

(b) Explainable Fact Checking: news content (left), explainable sentences (upper right),
and comments (lower right).

Figure B.6: Demonstration of dEFEND system.

Explainable Fact-Checking.Consider a user who wants to check whether Tom Price has
said “It’s Better For Our Budget If Cancer Patients Die More Quickly.” The user first enters the
tweet URL or the title of a news in the input box in Figure B.6a. The system would return the
check-worthy score, the propagation network, sentences with explainable scores, and comments
with explainable scores to the user in Figure B.6b. The user can zoom in the network to check
the details of the diffusion path. Each sentence is shown in the table along with its score. The
higher the score, the more likely the sentence contains check-worthy factual claims. The lower
the score, the more non-factual and subjective the sentence is. The user can sort the sentences
either by the order of appearance or by the score. Comments’ explainable scores are similar to
sentences’. The top-5 comments are shown in the descending order of their explainable score.
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NewsVerify NewsVerify6 is a real-time news verification system which can detect the credi-
bility of an event by providing some keywords about it [184].

NewsVerify mainly contains three stages: (1) crawling data; (2) building an ensemble
model; and (3) visualizing the results. Given the keywords and time range of a news event, the
related microblogs can be collected through the search engine of Sina Weibo. Based on these
messages, the key users and microblogs can be extracted for further analysis. The key users are
used for information source certification while the key microblogs are used for propagation and
content certification. All the data above are crawled through distributed data acquisition system
which will be illustrated below. After three individual models have been developed, the scores
from the above mentioned models are combined via weighted combination. Finally, an event
level credibility score is provided, and each single model will also have a credibility score that
measure the credibility of corresponding aspect. To improve the user experience of our appli-
cation, the results are visualized from various perspectives, which provide useful information of
events for further investigation.

DataAcquisition.Three kinds of information are collected: microblogs, propagation, and
microbloggers. Like most distributed system, NewsVerify also has master node and child nodes.
The master node is responsible for task distribution and results integration while child node
process the specific task and store the collected data in the appointed temporary storage space.
The child node will inform the master node after all tasks finished. Then, master node will merge
all slices of data from temporary storage space and stored the combined data in permanent
storage space. After above operations, the temporary storage will be deleted. The distributed
system is based on ZooKeeper,7 a centralized service for maintaining configuration information,
naming, providing distributed synchronization, and providing group services. As the attributes
of frequent data interaction, stored, read, we adopt efficient key-val database Redis to handle
the real-time data acquisition task. Redis, working with an in-memory dataset, can achieve
outstanding performance.

Model Ensemble. Different individual models are built to verify the truthfulness of news
pieces from the perspective of news content, news propagation, and information source (see
Figure B.7). The content-based model is based on hierarchical propagation networks [58]. The
credibility network has three layers: message layer, sub-event layer and event layer. Following
that, the semantic and structure features are exploited to adjust the weights of links in the net-
work. Given a news event and its related microblogs, sub-events are generated by clustering
algorithm. Sub-event layer is constructed to capture implicit semantic information within an
event. Four types of network links are made to reflect the relation between network nodes. The
intra-level links (Message to Message, Sub-event to Sub-event) reflect the relations among enti-
ties of a same type while the inter level links (Message to Sub-event, Sub-event to Event) reflect
the impact from level to level. After the network constructed, all entities are initialize with cred-

6https://www.newsverify.com/
7http://zookeeper.apache.org/

https://www.newsverify.com/
http://zookeeper.apache.org/
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Figure B.7: The framework of NewsVerify system. Based on [184].

ibility values using classification results. We formulate this propagation as a graph optimization
problem and provides a global optimal solution to it. The propagation-based model propose to
compute a propagation influence score over time to capture the temporal trends. The informa-
tion source based model utilize the sentiment and activeness degree as features to help predict
fake news. From the aforementioned models, an individual score is obtained. Then a weighted
logistic regression model can be used to ensemble the result and produce an overall score for the
news piece.

InterfaceVisualization.Figure B.8 illustrate the interface ofNewsVerify system. It allows
users to report fake news, and search specific news to verify by providing keywords to the system.
It also automatically show the degree of veracity for Weibo data of different categories. For each
Weibo in the time-line, NewsVerify shows the credibility score to justify how likely the Weibo
is related to fake news. In addition, it allows interested users to click “View detailed analysis” to
learn more about the news. As shown in Figure B.9, it mainly demonstrates: (1) the introduction
of the news event including the time, source, related news, etc.; (2) the changes of trends and
topics over time related to the news events; (3) the profiles and aggregated statistics of users who
are engaged in the news spreading process such as the key communicator, sex ratio, certification
ratio; and (4) the images or videos related to the news events.
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Figure B.8: The interface of NewsVerify system.

Figure B.9: Demonstration of detail news analysis of NewsVerify system.



95

A P P E N D I X C

Relevant Activities
Fake news has been attracting interests from experts and practitioners of multiple disciplines.
Relevant activities are organized to advance the detection and mitigation of fake news. Specifi-
cally, we introduce these efforts in three general categories:Educational Programs,Computational
Competitions, and Research Workshops and Tutorials.

Educational Programs These programs aim to help design and train interested people about
how to identify fake news. The educational programs include handbooks [56, 94], interactive
games. For example, in [56], the researchers from UNESCO1 build a series of curricula and
handbooks for journalism education and training. Similarly, a cookbook is built to help identify
fake news from the perspectives of transparency, engagement, education, and tools.2 Interactive
online programs are designed that encode some heuristic features of fake news detection to help
learn common tricks of identifying fake news via game playing. “Bad News”3 is an online game
that allows users to act as a fake news creator to build a fake “credibility” step by step.

Computational Competitions To encourage researchers or students to build computational
algorithms to address fake news problems, several competitions are organized online or in con-
junction with some conferences. For example, the fake news challenge4 aims to detect the stance
of pairs of headline and body text, which attracts many researchers to create effective solutions
to improve the performance [115, 124]. As another example, Bytedance organized a fake news
classification challenge in conjunction with the ACM WSDM conference,5 aiming to identify
if a given news pieces is related to another piece of fake news. Moreover, the SBP competition
on disinformation is regularly held to encourage researchers to combat fake news.6

ResearchWorkshops andTutorials To bring researchers and practitioners together to brain-
storm novel ways of dealing with fake news, different research workshops and tutorials are held
from various perspectives. One of the earliest and influential workshop [88] aims to define the
foundations, actions, and research directions on combating fake news. The social cyber-security
working group7 has brought together experts to deal with various cyber security threats on so-

1The United Nations Educational, Scientific and Cultural Organization
2https://newscollab.org/best-practices/
3https://getbadnews.com/
4http://www.fakenewschallenge.org/
5https://www.kaggle.com/c/fake-news-pair-classification-challenge/
6http://sbp-brims.org/2019/challenge/challenge2_Disinformation.html
7https://sites.google.com/view/social-cybersec/

https://newscollab.org/best-practices/
https://getbadnews.com/
http://www.fakenewschallenge.org/
https://www.kaggle.com/c/fake-news-pair-classification-challenge/
http://sbp-brims.org/2019/challenge/challenge2_Disinformation.html
https://sites.google.com/view/social-cybersec/
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cial media including disinformation and fake news. Recently, the National Academy of Sciences
Colloquia hosted a panel on the communication and science of misinformation and fake news.8
Several tutorials are offered in conjunction with top-tier conferences such as ACM KDD 2019,9
ACM WSDM 2019 [187], AAAI 2018,10 and IEEE ICDM 2017.11 For example, the tutorials
of KDD 2019 and WSDM 2019 focus on the fundamental theories, detection strategies, and
open issues, the AAAI 2018 tutorial discusses fake news from artificial intelligence and database
perspectives, and the ICDM 2017 tutorial presents the detection and spreading patterns of mis-
information on social media.

8http://www.cvent.com/events/advancing-the-science-and-practice-of-science-communication-
misinformation-about-science-in-the-publ/event-summary-c4d9df4d8baf4567ab82042e4f4efb78.aspx

9https://www.fake-news-tutorial.com/
10https://john.cs.olemiss.edu/~nhassan/file/aaai2018tutorial.html
11http://www.public.asu.edu/~liangwu1/ICDM17MisinformationTutorial.html

http://www.cvent.com/events/advancing-the-science-and-practice-of-science-communication-misinformation-about-science-in-the-publ/event-summary-c4d9df4d8baf4567ab82042e4f4efb78.aspx
http://www.cvent.com/events/advancing-the-science-and-practice-of-science-communication-misinformation-about-science-in-the-publ/event-summary-c4d9df4d8baf4567ab82042e4f4efb78.aspx
https://www.fake-news-tutorial.com/
https://john.cs.olemiss.edu/~nhassan/file/aaai2018tutorial.html
http://www.public.asu.edu/~liangwu1/ICDM17MisinformationTutorial.html
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